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Abstract. Dynamic Decentralized Functional Encryption (DDFE), introduced by Chotard et
al. (CRYPTO’20), represents a robust generalization of (Multi-Client) Functional Encryption.
It allows users to dynamically join and contribute private inputs to individually controlled joint
functions without requiring a trusted authority.

Recently, Shi et al. (PKC’23) proposed the first Multi-Client Functional Encryption scheme
for function-hiding inner products (FH-IP) without relying on random oracles. Unfortunately,
their construction still requires a trusted key authority, leaving open the question of whether a
full-fledged FH-IP-DDFE can exist in the standard model.

In this work, we answer this question affirmatively by introducing Updatable Pseudorandom
Zero Sharing, a novel concept that provides both the critical functionality and security proper-
ties needed to construct secure DDFE schemes in the standard model.

Our second contribution is a novel proof strategy, which preserves adaptive security when
transforming any functional encryption scheme for FH-IP into FH-IP-DDFE. Together, these
two techniques enable a modular construction of FH-IP-DDFE that is secure against adaptive
message and key queries in the standard model.

Additionally, our pseudorandom zero-sharing scheme is highly versatile, enabling the first DDFE
for attribute-weighted sums in the standard model, complementing the recent ROM-based con-
struction by Agrawal et al. (CRYPTO’23).
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1 Introduction

1.1 Dynamic Decentralized Functional Encryption

Functional Encryption. Functional Encryption (FE) is a robust cryptographic paradigm intro-
duced by Sahai and Waters [SW05, BSW11]. It addresses the all-or-nothing limitations of standard
public-key cryptosystems by offering fine-grained control over access to encrypted data through func-
tional decryption keys. More precisely, each ciphertext ct, encrypts a specific value z, and each
decryption key dk encapsulates a function f. When a receiver uses dky to decrypt ct,, what it can
learn is only the result f(x), and nothing more about z.

Abdalla et al. [ABDP15] addressed the challenge of constructing FE based on standard assump-
tions for restricted, yet expressive, classes of computational functions. In their work, they presented
FE constructions for inner products (IPFE), where each private input is represented as a vector x,
each function is represented by a vector y, and decryption yields « ' - y.

Within the realm of practical FE based on standard assumptions for computation over en-
crypted data, starting from [ABDP15], significant improvements have been made in terms of secu-
rity [BJK15,ALS16, ALMT20], functionality [BCFG17, AGW20, ACGU20|, efficiency [CLT18, TT18,
DP19, MKMS22| and support for multi-user scenarios [ACF*18, CDG™ 18, CDSG ™20, ZLZ™24].

Functional Encryption for Multiple Users. The concepts of Multi-Input Functional Encryption
(MIFE) and Multi-Client Functional Encryption (MCFE) were introduced in [GGG™14, GKL13|.
These concepts generalize FE to enable multiple clients to independently contribute their encrypted
individual inputs to the computation of joint functions. Concretely, with the help of possibly a trusted
authority, each slot owner receives a private encryption key sk; and encrypts an input x; under some
label ¢ as ct,, ¢. By collecting ciphertexts of all slot owners (ct,, ¢); under a same label and a functional
decryption key dk; generated from the authority’s master secret key msk, a receiver can obtain no
more information than f((z;);).



In the multi-client setting, each slot owner is assumed to be an independent client: the security
guarantees that only ciphertexts under a same label can be decrypted together, and the input privacy
of honest clients holds even when a subset of clients is corrupted. In the multi-input setting, all labels
are assumed to be the same, all slot owners are originally assumed to be the same user (yet each input
can be sent independently instead of simultaneously as in single-input FE), and then no corruption
is considered.

Therefore, any MCFE designed for a specific functionality automatically implies a MIFE for the
same functionality by using a fixed label for all encryptions. Conversely, an MIFE designed for general
functions directly implies an MCFE for general functions, as the label can be contained in every
plaintext, and the function can verify that every slot uses the same label. However, when considering
MIFE schemes for only restricted classes of functions in the literature, this equivalence does not hold.

Since their introduction, the research line on practical MIFE/MCFE constructions has witnessed a
dynamic array of works seeking developments in the aspects of security [CDGT18,LT19,AGT22,SV23],
functionality [CDSGT20, ACGU20, AGT21a, NPP22, ATY23|, and in the relation with single-input
FE [ABG19].

Dynamic Decentralized Functional Encryption. Standard MCFE models often encounter the
key escrow problem, stemming from the reliance on a trusted authority. To address this challenge,
Chotard et al. introduced the concept of decentralized MCFE (DMCFE) |[CDG 18] and later Dy-
namic Decentralized Functional Encryption (DDFE) [CDSG"20]. In DMCFE, the need for a trusted
authority is entirely removed, granting each client complete control over their encrypted data and the
generation of functional decryption keys. DDFE is an extended notion of DMCFE by preserving all
decentralized features while enabling the join of new clients at various stages during the lifetime of
the system through a non-interactive setup.

The development of DMCFE/DDFE since the introduction of the first scheme for inner prod-
ucts [CDGT18] has seen significant progress on various aspects. These include a variety of function-
alities, as seen in constructions for sums, inner products, and all-or-nothing message encapsulations
in [CDSG'20] and attribute-weighted sums in [ATY23]. Efforts to enhance security have led to DM-
CFE constructions for function-hiding inner products [AGT21b], for lattice-based assumptions in the
standard model [LT19], and for optimal security notions [NPP23b]. The relations between DMCFE
and other FE notions have been established in these works [ABG19, ABKW19, AGT21b]. Practical
features like verifiability [NPP23a] and robustness [LWG ™ 23| have also been integrated, enhancing
the applicability of DMCFE in various real-world scenarios.

Multi-Party Functional Encryption. In addition to the above notions of functional encryption, there
are other concepts designed for various multi-user settings. These include those supporting distributed
keys [MJ18,Cha07,LW11,BCFG17], as well as those supporting both distributed ciphertexts and keys
[ACFT20]. All these notions fall under the umbrella of Multi-Party Functional Encryption [AGT21b].
However, in this paper, our focus will be exclusively on DDFE, which supports both distributed
ciphertexts and keys and stands out as the most generalized notion within Multi-Party Functional
Encryption.

Open Problems in DDFE. To the best of our knowledge, DDFE constructions based on standard
assumptions remain limited to the classes of function-hiding inner products (FH-IP) and function-
revealing attribute-weighted sums (AWS), which strictly capture the class of function-revealing inner
products. These functionalities can be described more precisely as follows:

— In DDFE for FH-IP: each client, identified by a public key pk € P, uses its own corresponding se-
cret key skyk to encrypt its private input @, under a public message label ¢,; and for a public user
list Uys. Similarly, each client uses skpk to generate a decryption key for its private vector ypx under
a public key label ¢k and for a public user list Ux. The labels ¢j; and ¢ impose constraints on
which messages and functions can be aggregated, respectively, while the lists Uy, and Uk specifies
the sets of parties whose ciphertexts and decryption keys can be combined, respectively. The FH-
IP functionality verifies the conditions [Uy; = Uk], [(€ar,Unsr) is consistent across all ciphertexts]
and [({x,UK) is consistent across all decryption keys| during decryption,. If these conditions are
met, the FH-IP functionality outputs

Z m;k * Yok

pkEUK



otherwise, it outputs nothing. The function-hiding security ensures that no additional information
on individual &,k and ypk is revealed.

— In DDFE for AWS: each client pk chooses a user list Uy, a label £ to encrypt its AWS inputs
{2pk.j }jen,] Which are private and {xpk ;} e[, Which are public. For key generation, each client
pk chooses a set of users Ui and a list of arithmetic branching programs (ABPs) f = { fok }pketsx -
The functionality verifies the conditions [y = Uk], [(¢,Unr) is consistent across all ciphertexts]
and [f is consistent across all decryption keys]. If these conditions are met, the AWS functionality

outputs
T
Z Z Jor(@pkj) - Zpk,js

pkEUK jE[Npk]

otherwise, it outputs nothing. The security ensures that no additional information on individual
{Zpk.j }ie[n, is revealed.

It is important to highlight that all state-of-the-art DDFE constructions [AGT21b, ATY23]| for
the above functionalities are pairing-based and rely on random oracles for their security proofs.

On the other hand, in the development of (Decentralized) MCFE for (function-hiding) inner
products, several works [LT19,ABG19,SV23| have focused on achieving standard-model security for
their respective (Decentralized) MCFE schemes. Our work contributes to this ongoing research by
addressing the first question:

Do there exist any DDFE constructions for function-hiding inner products and for attribute-
weighted sums that are secure under standard assumptions in the standard model?

All existing FH-IPFE schemes rely on pairings, while lattice-based constructions have been proven
impossible under common approaches [Una20], therefore the second question we explore is:

Does the adaptive security of any pairing-based FE for function-hiding inner products imply
the adaptive security' of DDFE for the same functionality?

This work provides affirmative answers to both questions, resulting in a modular construction of
adaptively secure FH-IP-DDFE and a modular construction of selectively secure AWS-DDFE, both
within the standard model.

1.2 Owur Contributions
The contributions can be listed as follows:

— Novel Pseudorandom Zero Sharing: We introduce a new concept called Updatable Pseu-
dorandom Zero Sharing (UZS). Compared to standard pseudorandom zero sharing, this notion
simultaneously offers the following properties:

1. it enables the local update from a zero share into a new one, and this updating algorithm can
support the bilinear update property, which ensures the compatibility of the algorithm with
operations allowed in pairing groups;

2. its security additionally guarantees the pseudorandomness for the updated shares even if their
corresponding non-updated shares are revealed; this security holds against an unbounded
subset of corrupted parties;

We demonstrate the feasibility of this notion by providing a construction in DDH groups, which
is notably secure in the standard model.

— Dynamic Decentralized Functional Encryptions Without RO: Using UZS as a building
block, we provide the first DDFE constructions for function-hiding inner products and attribute-
weighted sums that are secure in the standard model. Comparative details with related works are
provided in Figure 1.

— Injection Lemma for Adaptive Security of FH-IP-DDFE: As another independent con-
tribution, in the security proof, we introduce an essential lemma that enables achieving adaptive
security for FH-IP-DDFE from the adaptive security of any FH-IPFE scheme. The novel proof
helps modularize the DDFE construction and establishes a previously unknown security relation
between these two primitives.

! Here, adaptive security for DDFE refers to security under adaptively chosen messages and functions, similar
to that of single-input FE.



Scheme Function Function (Dynamic) Without Adaptive Assumption + Per-client
Class Hiding Decentralized RO key/message (any FE as CT size
queries  Building Block)

[CDGT18] P X v X v SXDH O (d)
[ABG19] IP X v v/ v IPFE Ox(d-n)
[LT19] IP X v v/ v LWE Ox(d)

[CDSG*20] P X v X X DDH + IPFE Ox(d)
[ABM+20] IP X v X v/ DCR Ox(d)
[AGT21b] IP v v X X SXDH +FH-IPFE  Ox(d)
[SV23] IP v X v v DLin Ox(d)
Our FH-IP IP v v v v SXDH +FH-IPFE Oy (d + n)
DDFE
[ATY23] AWS X v X X MDDH Ox(N (kno+
+AWSw/IP-FE n1))
Our AWS  AWS X v v X SXDH + Ox(N (kno+
DDFE AWSw/IP-FE ni +n))

Fig.1. Comparison with prior (Decentralized) MCFE schemes. The notation O,(-) indicates that terms
related to the security parameter A are hidden. We let d be an inner-product dimension, n be a number
of clients whose ciphertexts and decryption keys can be combined, N be a poly()\)-unbounded number of
AWS inputs, no and ny be the input and output dimensions of ABPs, and k be the parameter of the MDDH
assumption. For DDFE; all constructions are secure in static-corruption setting.

1.3 Technical Overview

Challenges in Removing Trusted Setup. In the (decentralized) multi-client setting, one of the
fundamental security requirements is that only inputs encrypted under a same message label and only
keys generated under a same key label can be decrypted together, otherwise the decryption should
output nothing.

Thus, a common approach in constructing (decentralized) MCFE schemes, including those for
(function-hiding) inner products and attribute-weighted sums, is to rely on a correlated one-time-pad
technique: the one-time pads should be freshly generated by each pair of message and key labels,
as well as by each client, to independently randomize the information corresponding to each client’s
private pair of input and key object.

Without obscuring the reliance on random oracles for its security, we can simplify the DDFE
scheme for FH-IP in [AGT21b] as follows: leveraging a private use of function-hiding IPFE, each
client pk € U encrypts a private xpi as

Ctpk = |PE.EnC(S|(pk7 [iL‘pk, 07 th Us Oh)

where [hg,, ul1 = H(am,U) and H is a hash function onto the group modeled as a random oracle.
The decryption key for a private yyk is generated as

dkpk = IPE.DKGen(skpk, [ypk, 0, Zpk, Lk s 0}2)

where zp ¢, is generated on label £x by a pseudorandom zero-sharing (PZS) scheme between parties
in U so that 3,1/ 2ok, = 0. On one hand, the correctness holds as >\ ., Zpk,exc = hepy e = 0 in the
sum of all FH-IPFE decryptions.

On the other hand, via zero slots, and by using hybrids relying on the function-hiding security
of each client’s FH-IPFE in the non-corrupted set H and each key label £k, one can move the term
[Zpk e |2 from dkpk to the term [zpk ¢y - Py, )1 In Ctpk. At this step, one will have

PZS,SXDH ;.
~ Mt K
[zpk,fx “hey, ,U]l ~ [Rpk,l/{ ]
where REMAF are random subjected to 32 Rimtr — 5 Z -h Each R‘M/%
pk,U J pkeH ok = pkel\H Pk, * Illas,U- pk,U

. . T . .
then serves as a correlated one-time pad that randomizes each term 2, = - ygk in the same way it

pk
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randomizes wng . ygk, where b is the challenge bit of the security game. It is important to note that
for the SXDH assumption to hold, [hs,, /]1 must be a uniformly random group element to all clients,
which requires the use of a random oracle.

A more recent construction in [SV23] addresses this problem in the multi-client setting, in which
a trusted key authority is necessitated. Extending this construction to the decentralized setting is
challenging, as the assumption of a trusted key authority is, in fact, stronger than the assumption of
a random oracle.

It is also worth noticing that the generic transformation from single-input FE to decentralized
MCFE for function-revealing inner products in [ABG19] cannot be extended to the function-hiding
setting, as the transformation necessitates each client to know the entire joint inner-product func-
tion. Furthermore, the technique used to avoid the random oracle in LWE-based MCFE in [LT19] is
inapplicable due to the impossibility of lattice-based FE for function-hiding inner products [Una20].

Overall, as zero-sharing is treated as black-boz in all existing FE constructions [ABG19,CDSG 20,
AGT21b,SV23], updating shares into fresh ones may require a common reference string to simulta-
neously maintain both correlation and corruption-resistance. Therefore, to achieve security in the
standard model, we provide a novel framework for zero-sharing construction.

Updatable Pseudorandom Zero-Sharing. In the construction from [KDK11], each zero share
for a user ¢ at a label £ is share; , = Zje[n]\i(—l)KjPRka (¢). We parse each term (—1)"</PRFy, (¢)
that is generated with a pairwise PRE key k; ; = k;; as a pairwise seed. Then our approach can
be described at a high level as follows: instead of randomizing each share using a random oracle, we
randomize each of its pairwise seeds using another PRF, denoted PRF’, which is computed using the
same key of the corresponding pair.

More formally, we provide a definition and security models for the new notion Updatable Pseu-
dorandom Zero-Sharing (UZS) in Section 3. This formalization will emphasize the properties needed
in constructing DDFE schemes.

We provide a brief overview of our DDH-based construction in Figure 2, which eventually leads to
the security in the standard model for pairing-based DDFE constructions. A natural extension to the
MDDH assumption, which could be applied, for example in AWS-DDFE [ATY23] could be achieved
using a similar construction strategy. When compared to the pseudorandom zero-sharing schemes in
earlier works [KDK11,BIKT17,ABG19], it is worth noticing that zero shares in our scheme are group
elements that sum up to the group identity, instead of scalars.

Algorithm Return

SetUp(A) a group G and pseudorandom functions (PRF, PRF’).
KeyGen() sk, = (ki,j = kj,i)je[n]\[i] for each party P;.

SeedGen (ski, £s) seedi,¢, = ([(=1)"/PRFy, ; (€:)]) e pnpi-

TokGen (sks, £4,) token; ¢, = (PRFﬁci,j (Cu))jemmni-
SeedUpt (seed; ¢, , tokeni ¢, ) seed; e, = ([(—=1)"/PRFy, ; (€5) - PRFL,  (Cu)])jeqmpi-
ShareEval(seed; ¢) shareie = 3¢ ilCiie] where seed; s = ([cije])jefni-

Fig. 2. Construction for UZS in DDH groups between n parties

We show how the scheme achieves correctness and security using matrix representation:

— The matrix [As,] (see Figure 3) serves as a seeding matrix, with each i-th row representing
seed; ¢,. This seeding matrix adopts an anti-symmetric form: A, (; ;) = 0 for all ¢ € [n] and
A i) = —Au, ) Tor all (i, 5 € [n],i # j).

— The matrix By, (see Figure 4) serves as an updating matrix, with each i-th row representing
token; ¢, . This updating matrix adopts a symmetric form: By, (; ;) = 0for alli € [n] and By, ¢ j) =
B@u,(j,i) for all (’L,j S [n],z #* ])

— The matrix [Cy,),,] (see Figure 5) serves as an updated seeding matrix, with each i-th row
representing seed; ¢ |¢,- This updated matrix results from a Hadamard product between [Ay,]
and By, , which preserves the anti-symmetric form from [Ag_].



0 —PRFy, ,(£s) --- —PRFy, (L) —> seedi o, = ([Ae, 1. )])semn\{1}
PRFx, , () 0 r++ —PRFg,, (£s) —p> seeda e, = ([Ae,,2,9)]) el (23
[Ae,] =
PRFk,,(ls) PRFy, , () - 0 > seedn e, = ([Ae.,n.p)])iemniny
Fig. 3. Seeding matrix [As, ] € G™*".
0 PRFL, ,(6u) --- PRFy,  (fu) tokeni,e, = (B, (1,5))j€ln]
PRF;CM(Zu) 0 PRF;QJL (Lw) tokenz ¢, = (Bey,,(2,5))j€n]
B, =
PRF, | (£u) PRF} (L) - 0 tokenn ¢, = (Be,,(n,))jen]
Fig. 4. Updating matrix By, € Z;*".
(Ce.je.] = [Ar, © B, ] DDH holds for non-
corrupted pairs
PRESPH {06, 9) bizz, 2
0 —[PRFy, ,((.)PRF}, , (Ca)] -+~ —RF (1. (L]
[PRF&, , (£s)PRFY, , (Cu)] [=RF(1,n) (£s |[€w)] PRE keys
[PRFy, , (€:)PRFY, | (4u)] 0 r+o —[PRFk, , (€s)PRFY, | (£u)] {k2,iYiem],iza
are corrupted
[RF (1,n) (€s][€u)] [PRFk,, »(¢s)PRF ,(€u)] -+ 0

!

PRF keys {k:2}icin],iz2
are corrupted

Fig. 5. Indistinguishability for entries in the updated seeding matrix [Cy_|j¢,], where RF denotes a random
function. For simple illustration, we assume only user P3 is corrupted by the adversary.



In both cases, when ¢ = ¢y or ¢ = {,||{,, each share; , computes the sum of all entries on the
i-th row of an antisymmetric matriz. Therefore, Zie[n] share; , computes the sum of all entries in the
matrix, resulting in the group identity [0]. This implies the correctness of the scheme.

At a high level, the standard security of a pseudorandom zero-sharing scheme guarantees that when
the adversary corrupts a subset of parties and computes their shares on its own, the shares of the
remaining honest users are computationally indistinguishable from a correlated random distribution.
However, this security is insufficient for the security proofs in DDFE schemes. Our scheme not only
satisfies this standard security but also provides indistinguishability from a random distribution for
the updated shares: even when the adversary has access to the seeding matrix [A,,| and thereby has
access to all the shares of the honest users on /5, the indistinguishability still holds for the updated
honest users’ shares in [C_j¢,]-

The reason is that the product maintains the integrity of the honest entries from [A,_ | and By,

PRF,
t0 [Ci,jje,]- We then have [PRFy,, (()PRF, (£,)] 2 RF(;.j)(£]|£,) for each honest pair (i, )

(see Figure 5). This implies that the honest shares in [Cy, ), ]| are independent from those in [Ay, ].
Moreover, by using the Multi-DDH assumption (Definition 2), which tightly reduces to the DDH
assumption using the random-self reducibility, the indistinguisability of the honest updated shares on
(4s]]¢,,) holds for a polynomial number of labels ¢4 given a label ¢,. Therefore, we obtain a security
without RO that is applicable to DDFE schemes.

The cost of achieving DDFE schemes in the standard model will be an increase in ciphertext
size per client by an additive factor of Ox(n). Each ciphertext now hides a row of the updating
matrix, while each functional key hides a row of the seeding matrix. While this trade-off increases
the ciphertext size, it does not compromise the completeness of our solution with respect to the open
question on the feasibility of FH-IP-DDFE in the standard model, as posed in [SV23]. Moreover, it
remains more efficient than the multiplicative overhead of Ox(n) in [ABG19] (see Figure 1). On the
other hand, it is challenging to compress seeds and tokens, as the relation between updated shares
does not hold anymore.

A concrete construction for the dynamic setting is provided in Section 3.3, which relies on a non-
interactive key exchange protocol NIKE, a pseudorandom function PRF and the DDH assumption. Its
security for a restricted setting of one-time-update and static corruption is provided in Theorem 1.

From UZS to DDFE Schemes Without RO. For each client pk € U, the encryption of @
under (U, ¢ys) and the generation of decryption key for yp under (U, ¢k ) can be briefly described as
follows:

Cto = IPE.ENC(1 004141 ghoy ) ([Tpks Doy, 0] )3

dkpk = IPE.DKGen (1 ptx.a)+ 1 gy ([Ypks @t 14, 07 V])

Here, d is an inner-product dimension, [af)f,u]l = seedﬁ{éu and bﬁﬁfu = tokeneﬁfu are generated using
the UZS scheme. The IPE scheme is instantiated for inner products of dimension (p(\, d) + |[U|) where
p(A\, d) is polynomial.

The correctness of the scheme holds since

-
IPE.Dec(ctpk, dkpk) = [m;( Yok + bﬁﬁ{u . aﬁff,u]T

= 2], - ypilr + e([L]1, share’f )
by the bilinear-update property of the UZS scheme.

For the security proof, we use a sequence of hybrid games in Figure 9 and Figure 10, with the
goal of gradually replacing ® with 2° in every ciphertext under each message label ¢);. Eventually,
we remove y® and leave y° in every honest functional key to fully eliminate the challenge bit b.
The security of UZS applies through a formal reduction in Gj, 5 (see Figure 10). It is important to
emphasize that this strategy aims to achieve security for adaptive message and key queries, which
differs from the strategies for selective ones used in previous works [AGT21b,SV23].

Using a similar approach with the UZS scheme, we also construct a selectively secure AWS-DDFE
scheme in the standard model, as detailed in Section 5. However, since the technique for preserving
adaptive security applies only to FH-IP-DDFE, we leave as an open question whether it is possible
to achieve adaptively secure AWS-DDFE from any adaptively secure AWS/IP-FE scheme.



Adaptive Security Preserving. In [AGT21b,SV23|, the constructions of FH-IP-MCFE that use
FH-IPFE as a black-box achieve security for only selective message and key queries. For simplicity in
illustrating the core ideas, we assume that under each label, there is at most one queried message and
one queried key?. The primary obstacle to achieving adaptive security lies in a specific step within
the hybrid games, where the challenger must encode both a zero share ﬁﬁ”,éf % and the product of the

b T b : : b T b BYEsN
challenge message and key @y, ;. *Ypy o, in the same slot. This forms asum @, , Yoy o, + R

which, due to the randomness of the zero share and the admissibility conditions, is indistinguishable
from mgklMT . ygk’ZK + Rﬁﬁfz’fK. From here, a sequence of symmetric games is applied to mgk’eM and
ygk’ZK. Complexity leveraging is not possible in this case, as guessing key or message queries would
result in exponential security loss, while the indistinguishability between the games before and after
encoding that sum is guaranteed only by a computational assumption. To overcome this obstacle,
the adaptively-secure construction in [SV23] is based on a specific FH-IPFE scheme to leverage the
underlying computational assumption. In another related work [Tom19], Tomida presented an MIFE
construction for FH-IP that preserves adaptive security when derived from any FH-IPFE, but it
remains unclear whether there exists an extension from this MIFE construction to DDFE.

Our approach to address this issue is that for each argument on ¢;;, we introduce intermedi-

: 3% £ s : : b
ate one-time pads w7, and v}, to mask the message-containing slots in ciphertexts as (:cpk’éM +

Y4
pl

the zero share Rﬁﬁfzf ¥ in the functional keys. We also introduce the Injection Lemma (see Lemma 2),
which considers the randomness of both the one-time pads and the zero share, alongside the admis-
sibility conditions, to enable a perfectly indistinguishable transition from (mgk’zM + uﬁﬁfu, vﬁﬁfu) to
‘

P
yguK. By using these intermediate one-time pads, we overcome the challenge of having to encode

15,

3% : M b 153 0 : : :
Uiy ”pk,u)- The resulting offset, —(u et " Yokt T Vpks ~ypk,£K), is encoded and randomized using

M 0 154 : : : : : 0
(u k1t Lok ony T "’pk,u)- From this point, a sequence of symmetric games is applied to Zpy g, and

wgk)eM and ygk ¢, in the same slot, thereby obtaining adaptive security for FH-IP-DDFE from any

B

adaptively secure FH-IPFE.

2 Preliminaries

We defer the definitions of arithmetic branching programs, pseudorandom functions, non-interactive
key exchange, and all-or-nothing encapsulation in Appendix A.

2.1 Notations

Given any n € N, we denote by [n] the set of integers {1, ...,n}. Given any set A, £(A) will denote the
set of finite lists of elements of A, and S(A) will denote the set of finite subsets of .A. While both lists
and sets are ordered by default, lists may contain repeated elements. We denote by |.A| the cardinal
of any finite set A. For any vector a € A", we denote by a; the i-th component of a. Similarly, for
any matrix A € A”*", we denote by A; ; the component at the position (,) of A.

We also use the following notation for condition-based function-selecting functions

out « fo(inp) if con = 0;
out « fi(inp) if con=1.

[fo/ fr]"(inp) = {

2.2 Prime Order Group.

Let GGen be a prime-order group generator, a probabilistic polynomial time (PPT) algorithm that
on input the security parameter 1* returns a description G = (G, p, P) of an additive cyclic group G
of order p for a 2A-bit prime p, whose generator is P. For a € Z,, define [a] = aP € G as the implicit
representation of a in G.

From a random element [a] € G, it is computationally hard to compute the value a (the discrete
logarithm problem). Given [a], [b] € G and a scalar = € Z,, one can efficiently compute [az] € G and
[a+0b] = [a] + [b] € G.

2 A complete analysis considering multiple queries is provided in Section 4.



Definition 1 (Decisional Diffie-Hellman Assumption). The Decisional Diffie-Hellman As-
sumption states that, for every PPT adversary A, there exists a negligible function negl(-) such that
for all A € N,

b {0,1},G & GGen(1?)

AdVDDH(.A) = |P A(Q,Db) =b -1 < negl()\)

a,r,s ﬁ ZLp,dy = ar,dy = s
Dy = ([a], [r], [ds])
Definition 2 (m-Multi DDH Assumption [CDG'18]). For all A € N and for every PPT
adversary A running within time t, then
b {0,1},G & GGen(1*)
$ ; 1
Advopor(A ) == [P |AG, D) =b | X Y525 < G Vje[m] _1
D, = (X7 (YJa Z])znzl)

[\)

is bounded by Advppu(A,t + 4m X ig), where tg is the time for an exponentiation in G.

2.3 Pairing Group.

Let PGGen be a pairing group generator, a PPT algorithm that on input the security parameter 1*
returns a description PG = (G, Ga, G, p, P1, P, €) of asymmetric pairing groups where G1, Gy, Gr
are additive cyclic groups of order p for a 2A-bit prime p, P, and P, are generators of G; and Gg,
respectively, and e : G; x Go — Gr is an efficiently computable (non-degenerate) bilinear group
elements. For s € {1,2,T} and a € Z,, we define [a]; = aPs € G, as the implicit representation of a

in G,, and then for any 0 < B < 2, we define G, 27! = {la] € Gs : a € [-B, B]}. Given [a]1, [b]2,

29
one can efficiently compute [ab]r using the pairing e.

Definition 3 (Symmetric eXternal Diffie-Hellman Assumption). The Symmetric eXternal

Diffie-Hellman (SXDH) Assumption states that, in a pairing group PG & PGen(1*), the DDH as-
sumption holds in both Gy and Go.

2.4 Dynamic Decentralized Functional Encryption

Definition 4 (Dynamic Decentralized Functional Encryption). A dynamic decentralized
functional encryption scheme over a set of public keys PK for functionality F: L(PK x K) x L(PK x
M) — {0,1}* consists of five algorithms:

— SetUp(1*): On input a parameter 1*, it generates and outputs public parameters pp. Those pa-
rameters are implicit arguments to all the other algorithms.

— KeyGen(): It generates and outputs a party’s public key pk € PK and the corresponding secret key
Skpk.

— Enc(skpk, m): On input a party’s secret key skpk, a value m € M to encrypt, it outputs a ciphertext
Ctpk,m -

— DKGen(skpk, k): On input a party’s secret key skpk, a key space object k, it outputs a functional
decryption key dkp -

— Dec((dkpk,ky ) pkettx s (Ctpk,mp Jpketias ) - On input a list of functional decryption keys (dkpk ., )pkettx »
a finite list of ciphertexts (Ctok m,, )pketin, where Upn,Ux € L(PK) are the lists of senders and
receivers respectively, it outputs a value y € {0, 1}*.

Correctness. For all parameters A € N, all polynomial size lists Unr, U € L(PK), (pk, kpk)pkeux €
L(PK x K) and (pk, mpk)pkerrn, € L(PK x M), it holds that

Pr [Dec((dkpk,kpk)pkEuK7 (Ctpk,mpk)pkEUM) = F((pk7 kpk)pkEZ/{K7 (pk7 mpk)pkEZ/lM)] = 17

where the probability is taken over all algorithms.
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In this work, we assume that each user is identified by a public key pk, which it can generate on
its own with the (unique) associated secret key, using KeyGen. Anyone can thus dynamically join the
system, by publishing its public key.

Remark 1 (Empty lists). As in [CDSGT20|, we denote by e the empty list in L(PK x K), indicating
that there is no key required. Furthermore, e, denotes the empty list in L(PK x M), indicating that
there is no message required.

Definition 5 (Security for DDFE). For xx € {sel-sta,sta,any}, yy € {sym, asym}, a xx-yy-IND
security game of DDFE for every PPT adversary A is defined with access to the oracles QNewHon,
QEnc, QDKGen and QCor described below:

— Initialize: the challenger runs the setup algorithm pp < SetUp(\) and chooses a random bit

b {0,1}. It provides pp to the adversary A;

— Participation creation queries QNewHon(): it generates (pk,skpk) <— KeyGen(), stores the associ-
ation (pk,skpk) and returns pk to the adversary;

— Challenge message queries QEnc(pk, m®, m'): it outputs the ciphertext ct,, « (sk,m®) where sk
is associated with pk. If pk is not associated with any secret key, nothing is returned;

— Challenge key queries QDKGen(pk, k%, k'): it outputs the decryption key dkj < DKGen(sk, k")
where sk is associated with pk. If pk is not associated with any secret key, nothing is returned;

— Corruption queries QCor(pk): it outputs the secret key sk associated to pk. If pk is not associated
with any secret key, nothing is returned;

— Finalize: A provides its guess b’ on the bit b, and this procedure outputs the result 8 according to
the admissibility condition given below.

Let PK be the set of parties on which QNewHon() is queried, C C PK be the set of corrupted parties,
H = PK\C be the set of honest (non-corrupted) participants at the end of the game. Finalize outputs

the bit 8 = (V) = b) if the Condition (x) is satisfied, otherwise Finalize outputs 5 & {0,1}. Condition
() holds if all the following conditions hold:

— there do not exist two lists of messages (m° = (pk, mgk)pkeuM,ml = (pk,mék)pkeuM),
including (exr,enr), and two lists of keys (k° = (pk, kgk)pkeuK,kl = (pk,kék)pkeuK),
including (ex,€x), such that
o F(K°,mY) # F(k*, m');
o Vpk € Uns, [QEnc(pk, mJy, m}y) was made and pk € H] or [m) =m}, € M and pk € C];
e Vpk € Uk, [QDKGen(pk, kgk, k;k) was made and pk € H] or [kgk = kék € K and pk € C|.
— when xx = sel-sta: the adversary sends all its QNewHon() queries in one shot. After that it sends
in one shot all QEnc(pk, m®, m'), QDKGen(pk, k%, k') and QCor(pk) queries®;
— when xx = sta: the adversary sends all its QNewHon() queries in one shot. After that it sends in
one shot all QCor(pk) queries only;
— when yy = sym: for pk € C, the QDKGen(pk, kgk, k;k) and QEnc(pk, mgk, m;k) queries must satisfy
kgk = k;k and mgk = mFl)k, respectively.*

0

We say DDFE is xx-yy-IND-secure if given any parameter X € N, for every PPT adversary A, the
following holds

AdVESE(A) =

Pr[g=1] — ;‘ < negl(A).

We also have sta-sym-IND-security implies sel-sta-sym-IND-security.

Definition 6 (Function-Hiding Inner-Product DDFE). A function-hiding IP-DDFE scheme
over a pairing group PG = (G1, Gz, Gr,p) is defined for a dimension d € N, a message bound X < §,
a function bound Y < £, and label spaces (Lar, Lx) as follows:
d
K = (G[Q_Y’Y]) x S(PK) x L
d
M= (G;X“]) x S(PK) % Lar.

3 This setting is equivalent to the selective setting defined in [CDSG™20].

* The symmetric setting is a natural restriction for FH-IP-DDFE, as knowing skpk from corruption queries al-
lows any adversary to generate itself valid ciphertexts (or decryption keys) to learn the challenge decryption
keys (or ciphertexts) from inner-products.
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Then, one has

F(€K> (Pka [:Bpk]l,uph Zpk)pkeu) = (upka Zpk)pkelxﬁ
F((pk, ([ypkl2; Upk, £pk) ) pkert €ar) = Upks Lok pkeut
for any U € L(PK) and

Z m;k -Ypk if condition (x)
F((pk, kpk) pketrr s (PK; Mpk)pketdy, ) = 4 pPkelx
L otherwise.
FH-IP-DDFE condition (x) is:

- Z/{K ZUM :Z/{;
— 3[}( S ﬁK, Vpk c U, kpk = ([ypk]g,u,EK);
— 35]»{ S ﬁM, Vpk Eu, Mpk = ([mpkh,u,éM).

Remark 2 (Single-Input Inner-Product). We denote by IPE a single-input FE for function-hiding inner
products, that was defined as in Definition 6 for the case [PK| = 1.

Definition 7 (Attribute-Weighted-Sum DDFE). A function-revealing ANS-DDFE scheme over

a pairing group PG = (G1, Gz, G, p) is defined for the class of arithmetic branching programs ]-',';‘521
and a label space Ly as follows:

K = {f := (K, fo)pkerrse where fox € Fpor and Ux € S(PK)}
M= (@ x Z3)i x S(PK) x L.
1€N

Then, one has

F(GK, (pk, (xpk,j’ ZPkJ)jE[Npk]aupkvgpk)pkelxl) = ((mpk,j)je[Npk]vupka Epk)pkeLl;
F((pk, (fpksUpk))pketrs €nr) = (f pks Upk) pket
for any U € L(PK) and

(Y D Fol@pky)  Zpglr if (%)

F((pk, kpk)PkEZ/IK’ (pk7 mpk)pkEZ/hW) = pkeUr jE[Ny]
L otherwise.
AWS-DDFE condition (x) is:
- UK = UM = Ll;
- H.f S (pk7fr€‘08,7pll)pk€u; vpkl S u; kpk’ = (.f?u)7
— A € EM, Vpk c Z/{, Mpk = ((mpk,jvzpk,j)je[Npk]au,gM)'
Definition 8 (Single-Input FE for AWSw/IP). Consider the case |PK| =1 in Definition / for

the single-input setting, an FE for attribute-weighted sums with function-hiding inner product scheme
over PG = (Gy, Gy, Gr,p) is defined for the class of arithmetic branching programs F1BP as follows:

no,n1

K=Fpeh x Gy

n0,M1
M= J(@Zpe x Z3%); x G
1€N

Then, one has

Flex, ((xj,25)jen, [811) = ((=5) jev);
F((f,[t]2),enr) = f;
and

F((f[t2), (5. 23) e [810)) = [ Y f(=y) 25+ 8 8],

JE[N]

We note that a single-input FE construction for AWSw/IP in the standard model is provided
in [ATY23].
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3 Updatable Pseudorandom Zero Sharing

In this section, we provide a definition and a security model for Updatable Pseudorandom Zero-
Sharing, which serves as the key building block for later pairing-based DDFE constructions. A scheme
in DDH groups that supports the bilinear update property will also be provided.

3.1 Definition

Definition 9 (Updatable Pseudorandom Zero Sharing). Given a set of users PK, a seeding
label space Lg and an updating label space Ly, an updatable pseudorandom zero sharing scheme UZS
over a group (A, +) consists of siz algorithms:

— SetUp(\): On input a security parameter X\, it outputs public parameters pp. Those parameters
are implicit arguments to all the other algorithms.

— KeyGen(): It outputs a party’s public key pk € PIC and the corresponding secret key skpk.

— SeedGen(skyk, U, €s): On input a secret key skyk, a user setU € S(PK), and a seeding label {5 € Lg,
it outputs a seed seedﬁsk‘u if pk € U. Otherwise, it outputs L.

— TokGen(skok, U, £y,): On input a secret key skpk, a user set U € S(PK), and an updating label
0, € Ly, it outputs a token tokenﬁ’ﬁvu if pk € U. Otherwise, it outputs 1.

- SeedUpt(seedﬁi)u,tokenﬁﬁ)u): On input a seed seedﬁi’u and a token tokenﬁ’;’u, it outputs a seed

seed okl

- ShareEvaI(seedﬁkM): On input a seed seedf;kM for e LsU(Ls x Ly), it outputs a share shareﬁkﬂ.

Correctness. For any security parameter A € N, any {s € Lg, any ¢, € Ly, any U € S(PK), then
it holds that

e _ Lol _ _
Pr E sharepk’u = g sharepk,u =04 =1
pkeld pkel

where the probability is taken over all algorithms.

Definition 10 (Correlated Pseudorandomness for UZS). For xx € {otu,any}, yy € {sta, adt},
a xx-yy-IND security game of UZS for every PPT adversary A is defined with access to the oracles
QNewHon, QCor, QTokGen, QSeedGen, and QShare described below:

— Initialize: the challenger runs the setup algorithm pp < SetUp(\) and chooses a random bit

b & {0,1}. It initializes the sets H and C of honest participants and corrupted participants
respectively to (), and provides pp to the adversary A;

— Participant creation queries QNewHon(): it generates (pk,skpk) < KeyGen() to simulate a new
participant, stores the association (pk,skpk) in the set H, and returns pk to the adversary;

— Corruption queries QCor(pk): it moves the association (pk,skyk) from H to C and returns the
secret key sk. If pk is not associated with any secret key in H, then nothing is returned;

— Seed generation queries QSeedGen(pk,U,£s): if one of conditions [pk ¢ U] or [{s ¢ Lg] or
[pk is not associated with any secret key in either H or C|, then nothing is returned. Otherwise it
returns seedﬁf(yu + SeedGen(sk,U, {s) to the adversary.

— Token generation queries QTokGen(pk,U,?,): if one of conditions [pk ¢ U] or [, ¢ Ly] or
[pk is not associated with any secret key in either H or C], nothing is returned. Otherwise it re-
turns tokenf,]:’u < TokGen(sk,U, ¢,) to the adversary.

— Challenge share queries QShare(U, £): if [¢ ¢ LsU(Lsx Ly)] or [|[H NU| = 0], nothing is returned.
We define the following share distributions:

e A pseudorandom share generation algorithm PShareGen(S,U,¥): it outputs L if S ¢ U, oth-
erwise the challenger generates seedﬁk’u as follows:

x if l="Ls € Lg: seedf;f(M = QSeedGen(pk, U, ls);
x if L =Lg||0, € Ls X Ly: seedﬁky = SeedUpt(seedﬁiu,tokenf;"l;u)
seedf;f(u = QSeedGen(pk, U, £s)
where v
token i, = QTokGen(pk,U, ¢,,)
and outputs shareﬁkyu — ShareEvaI(seedﬁkyu) for all pk € S.
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o A uniformly correlated random distribution for any (S,U,¥) where S CU

$
Rg’ll = (Spk)pkes & A8 | Z Spk = — Z tok
pkeS pkel/\S

where (tok)pkeu\s = PShareGen(U \ S, U, 0).
Then,
e if b =0, the challenger returns (sharef;kyu)pkeg.mu <+ PShareGen(HNU,U, L) to the adversary;

e if b=1, the challenger returns (sharef)kyu)pkeqmu — Rg—mu,u to the adversary;
— Finalize: A provides its guess b’ on the bit b, and this procedure outputs the result 8 of the game,
according to the admissibility condition below which aims at preventing trivial wins.

Let H and C be the sets of honest users and corrupted users at the end of the game respectively.
Finalize outputs the bit 8 = (V' = b) if the Condition (x) is satisfied, otherwise Finalize outputs

B & {0,1}. Condition (%) holds if all the following conditions hold:

— there are no QCor(pk) queries after a QShare(U,{) query was made;

— there does not exist s € Lg such that a QShare(U, ;) query and a QSeedGen(pk,{s) query are
sent;

— there does not ezist ({s,¢,,) € Lg X Ly such that a QShare(U, ¢s||¢,) query and a QTokGen(pk, ¢,,)
query are sent;

— when xx = otu: for any U, the queries of the form QShare(U,s||-) can be sent for only one
b, € Ly.

— when yy = sta: the adversary sends all its QNewHon() queries in one shot. After that it sends in
one shot all QCor(pk) queries.

We say UZS is xx-yy-IND-secure if given any parameter A € N, for every PPT adversary A, the
following holds

Adviyzs ™" (A) =

Pr[g=1] - ;’ < negl()).

The security model described above captures the security of a standard pseudorandom zero-sharing
scheme: the adversary has full access to the oracles and can win the game by only distinguishing the
pseudorandom non-updated shares from the correlated random ones. Additionally, Condition () does
not prevent the adversary from querying the seeds that result in the updated challenge shares. This
intuitively means that even when the adversary has access to the seeds of honest users, the resulting
updated shares remain indistinguishable from a correlated random distribution.

On the other hand, extending a standard pseudorandom zero-sharing scheme over £L = Lg X Ly
to an updatable one can be achieved by using its share generation algorithm to create new shares
on concatenated labels of the form (¢;]|¢,). However, this approach may require operations that are
more complex than those allowed in pairing groups. Therefore, we specify a more pairing-friendly
property for the updating algorithm of an UZS scheme.

Definition 11 (Bilinear Update). An updatable pseudorandom zero sharing scheme UZS of secu-
rity parameter \ is said to satisfy the bilinear update property if each seed is of the form [a] € AP
each token is of the form b € Z°N) where p is a A-dependent parameter, and for any pk € PK, any
ls € Lg, and any ¢, € Ly, it holds that

‘ G, _ A Ly
[ai ) ©x byp = SeedUpt([agi 1, bk 1)),

where @, : AP X ZP — AP is an entry-wise bilinear map.

3.2 Construction in DDH Groups

Let PRF : {0,1}* — Z, be a pseudorandom function, NIKE be a non-interactive key exchange protocol,
Ls be a seeding label space, and Ly be an updating label space. A construction of UZS is described
in Figure 6. We emphasize that zero shares in the scheme are group elements that sum up to the
group identity.
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Construction:
— SetUp(1*): Tt generates G < GGen(1*) and NIKE.pp < NIKE.SetUp(1*) and returns
pp = (G, NIKE.pp, PRF, Ls, Li7).

The parameters pp are implicit to other algorithms.
— KeyGen(): Each user samples
e NIKE keys (pk, NIKE.sky) < NIKE.KeyGen();
e a shared key Ky o < NIKE.SharedKey(pk’, NIKE.skyk) for each published pk’ € PK \ {pk}.
It returns
(pk7 SkPk) = (pka (NIKE'Skka (k'pk,pk’)pk/GPKl\pk)) .

— SeedGen(skpk, (U, £5)): It computes

¢ k< pk’
fu = ((CDPPREG, L, O™ |[Ull6)) :
agiu = ((=1) b O IAN))

and returns seedeﬁ’u = [aﬁﬁyu]. If pk ¢ U, it returns L.
— TokGen(skpk, (U, £y)): It computes

bl :(PRF ”Ufu) :
o1 Kok ok (u” ||U] ) ok’ €L {pk)

bu  _ plu
and returns token i/, = by,

If pk ¢ U, it returns L.
- SeedUpt(seedﬁ;j’u,tokenﬁ;"ﬁu): It parses
e§ p— eS
e seed i, = [apk,uL
ZU/ p— e'll
o token i/, = b,
e p=Ul-1;
and returns

Ls|llu _ [ 4s Lo,
seedp ;" = [apk,b{] Op by

— ShareEval(seed?, ;,): It parses p = [U| — 1, seed’, ;, = [ab. ] € G, and returns

hare, . — ¢
sharey, 1 = [@pk,24,pk']-
pk’ €U\ {pk}

Fig. 6. Updatable Pseudorandom Zero-Sharing in DDH groups.
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Correctness. Given \ € N, pp < SetUp(1), (pk,skok) < KeyGen() Vpk € PK, U € S(PK), any
labels ¢4, € Lg and ¢, € Ly, from the above scheme, one has

ls )4
Doshareiy = D lagiup]

pkeld pkelU pk’ e\ {pk}

= Z Z [(—1)pk<pklcpk7pk’]

pkell pk’ el \{pk}
= Z [(_1)pk<pk/cpk,pk’ + (_1)pk,<pkcpk’,pk]

(pk,pk’)eU?
pk#~pk’
= > [0=[o].
(pk,pk’)eU?
pk#pk’
Pa— ” L _ . .
where cpu o := PRFy (78" [|U||€s) and cpr pk = Cpk pi- Similarly, one has
KSHZU R Zs éu
Z sharej " = Z Z [kas,pk * Bpks ]
pkeU pkelU pk’ e\ {pk}

Z Z [(—1)pk<pk/ C;)k,pk’]

pkel pk’ et \{pk}

(0=l

(pk,pk’)eU?
pk#~pk’

where cékpk, = PRFy, . (7 s”|U||€s) - PRFk, (u”||U|]¢,,) and c;k,7pk = c:)k7pk,. O

Remark 8 (Bilinear Update). The UZS scheme in the above construction satisfies the bilinear update
property in Definition 11.

3.3 Security Analysis

Theorem 1 (Indistinguishability for UZS). If NIKE is a IND-secure non-interactive key exchange
protocol, and the DDH assumption holds in G, then the UZS scheme constructed in Section 3.2 is otu-
sta-IND secure (as in Definition 10) in the standard model.

Proof. In the static corruption game, we can fix PK to be the set of parties generated by QNewHon(),
C to be the set of corrupted parties and H = PK \ C to be the set of honest parties. Let gqnewHon and
qQshare be the number of QNewHon and QShare queries respectively. We consider two cases separately:
|H| < 2 and |H| > 2.

The case of |H| < 2. There is no information about b in this case: the output of QShare(i/, ¢)
does not return L only if [ NU| = 1, then the distribution Rg,u contains a single value to assign to
the honest share. This value is equal to PShareGen(H NU, U, ¢).

The case of [H| > 2. We proceed via a hybrid argument by using the games described in
Figure 12. In this argument, the game Gg corresponds to the otu-sta-IND security game as defined
in Definition 10, and the game Gg3 corresponds to the case where the adversary’s advantage is 0 since
there is no challenge bit b. Given A € N, we denote by Adv; the advantage of a PPT adversary A
running in time ¢ in each game G;, and Advy, be the best advantage of any PPT adversary running
in time t against the primitive xx that is setup with .

Game G;: The change is that for each (pk, pk’) € H?2, the challenger uses uniformly random shared
keys kpk pk/ in answering to QSeedGen(pk*,U, £,,), QTokGen(pk*,U, ) queries for pk* € {pk, pk'}
(then in QShare(U,¢) queries). The indistinguishability is implied by the security of the non-
interactive key exchange protocol, given in Lemma 5.

Game G,: The change is that for each (pk,pk’) € H?, the challenger uses a random function
RFpk ok = RFpi ok instead of PRFy  , in generating answers to the queries QSeedGen(pk*,U, £,,)
and QTokGen(pk*,U, ¢,) for pk* € {pk, pk’}, (then in QShare(i, ) queries). The indistinguisha-
bility is implied by the security of the pseudorandom functions, given in Lemma 6.
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Game Gg3: The change is that for each QShare(U, ) query, the challenger answers independently

from b by sampling (sharepk ¢)pkernis ﬁ Rgmu,u: where the distribution Rgmu,u is defined in the
QShare oracle in Definition 10. The indistinguishability is implied by the DDH assumption, given
in Lemma, 1.

From the transitions above, one completes the theorem. a
We show the main proof technique that lies in the following lemma.
Lemma 1 (UZS: Transition from Gy to Gs). For any PPT adversary A, the advantage in

distinguishing two games is

1
|AdV2 - AdVS‘ < §QQNewHon (QQNewHon - 1)(]QShare : AdVDDH(t + 4QQShare X tG)-

Proof. For every U queried in the form of QShare(U, -) such that |[H NU| > 2, we use multiple hybrid
games that go all over the pairs in Py, = {(pk, pk’) := (pk’, pk) € (HNU)?, pk # pk’}. We assume that
all pairs in Py, are bijectively mapped by k to [qy] for some integer g, > 1. For i € [qy], we define
the following sequence of games as follows:

Game Gy : In this game, for any QShare(U, (;||¢%) query®, when b = 0, for all pk € H NU, the
challenger computes

[aﬁf(ﬂ] = QSeedGen(pk,U, ¢s),
bi = QTokGen (pk, U, £3),

A N1 1
seedpk,u = pk!/l ]
where .
ii%’fpk, & Ly if (pk, pk’) € Py and r(pk, pk’) < i
s 8 . .
apkl,lu,pk' — Ly if (pk, pk’) € Py and r(pk, pk’) =i
4le, Ly £, : ;
pk,U,pk! — Dpk,U, pk! 'bpk,u,pk/ if (pk, pk’) € Py and k(pk, pk’) > i
Ll e, U . /
ok, pk’ = Cpk,ud, pk’ 'bpk,u,pk’ if (pk, pk’) & Pu
and outputs sharefj(”f‘ = ShareEvaI(seedﬁ;%:‘). The change between Go;_1 and Gg; is in the

PShareGen algorithm (defined by the QShare oracle in Definition 10) and is highlighted in gray.

For every U, we assume that Ggy/o is the game where QShare(l/, ) is the same as in Go. For each
transition from Gogs;—1 to Gay; for i € [qy], we build an adversary B against the multi-DDH
assumption (Definition 2), which can be described as follows:

— To answer QSeedGen(pk,U, £,) and QSeedGen(pk’,U, £,) queries, the adversary B implicitly uses

[Cﬁi,u,pk’] =Y. & G from the multi-DDH instance when #(pk, pk’) = i to compute [aii,u,pk/] =
[(fl)pk<pk/cﬁi’u)pk,] and [aﬁi,)u’pk] = [(fl)Pk/<Pkcﬁi7u,pk,] respectively.

— To answer QShare(U, ¢;||¢%) queries, if b = 0, B implicitly uses [cif’(%’j‘pk,] := Zy, from the multi-
DDH instance when (pk,pk’) = i to compute [af;i%“j‘pk,] = [(—1)pk<pk/cii%?‘bk,] and [af’il,lﬁpk] =
[(fl)Pk/<Pkcﬁi%jﬁpk,] respectively.

— B outputs A’s guess for the challenge bit DDH™ " .,
The adversary B has a complete multi-DDH challenge D = (X, (Y2, )¢, (Ze.)e,) where X can be

s

implicitly considered as [biE,L{,pk’] el

~ When DDH™".b = 0, one has [ ] = Z, = CDH(X,Ys) = [c5 4y 0] - Doy e Which
corresponds to Go ;1.

5 In the one-time-update setting, for each I/, £ can change while £ is fixed.
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1€,

okl pk,} = 7. & G, which corresponds to Ga 4.

— When DDH™".p = 1, one has [c

Therefore, the computational gap between each Ggy;—1 and Goy; happens only when b = 0 and is
then bounded by % - Advppr (A, t + 4qQshare - tG)-

The last step is to show that for the last ¢* queried to QShare(-,-), one has Gayx.q,. = Gs. It
suffices to describe the case b = 0. We note that QShare(U, ¢) = (shareﬁk,u)pkeﬂmu where Sharef;k,u =

Zpk’GL{\{pk} [aﬁk’u’pk,]. By all transitions until G ¢+ 4., we have aﬁk’u’pk, & Z,, for any pair of honest

/ ¢ _
users (pk, pk’), any set U, any label £. As Aok Upk = ks pke» then
0,0 . ¢
sharepkﬂmu = E Aok 14,pk!
pk’ e HNU\{pk} pkEHAU

are uniformly random shares of zero among users in H NU. Therefore, one has

L ¢ 0,¢

sharepk7u = Z Aokt pk! T sharepk}mu

pk’eCcnud pkeH U

are uniformly random shares of _ZpkECﬁZ/l sharef,ky, which is identical to the distribution Rgmu. Since

the number of sets U queried to QShare(-,¢) for £ € Lg x Ly is bounded by gqshare, and each g is
bounded by (ewter=9acer) one obtains

1 _
|Advy — Advs| < 3 <qQNEWH°§ QQC°r> qQshare - AdvppH (A, t + 4qqshare X tg)-

4 Function-Hiding Inner-Product DDFE

In this section, we construct a DDFE scheme for function-hiding inner products. As an additional
independent contribution, we present a lemma that supports transforming an IPE scheme into a
DDFE scheme in a black-box manner while preserving the adaptive security of the original scheme.
By simultaneously applying the UZS scheme and this lemma to construction, we achieve an FH-IP-
DDFE scheme that is adaptively secure in the standard model.

4.1 Lemma for Adaptive Security

We first state a remark from the admissibility for FH-IP-DDFE, which will be extremely useful for
proofs of lemmas and theorems in our DDFE construction.

Remark 4 (Invariance in FH-IP-DDFE). From DDFE security model (Definition 5) and FH-IP
functionality (Definition 6), given any admissible adversary against FH-IP-DDFE and any challenge
bit b, Condition () implies that among encryption queries under (¢57,U) and decryption-key queries
under (¢x,U), the equalities

§ : b T b b | b _ § : oT 0 0,71 | 0,7k
Scpk . ypk + prk* . ypk* = mpk . ypk + mpk* . ypk*
pkEHNU \pk* pkeH MU\ pk*
holds for each pk* € HNU and each pair of index (), 7)) that numerates repetitions of encryption

queries under (pk*,#ys,U) and repetitions of decryption-key queries under (pk*,{x,U) respectively.
Then one has the value

b . 0171 0,1 b1 T b1 _ _07m 0,7k bora | b, 7K
Apk* — pk* : ypk* - a:pk* ° ypk* - wpk* ° ypk* - wpk* : ypk*

. . . . . b _
be an invariance across (7ar, T ). Furthermore, each variance is a share of zero, i.e. 37 -3, Ap = 0.

The supporting lemma for the adaptive security of DDFE is shown below. At a high level, this
lemma provides an information-theoretically secure masking technique for messages in DDFE.
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Lemma 2 (FH-IP-DDFE: Injection Lemma). Considering the security game of DDFE (in Defi-
nition 5) for function-hiding inner products, given any challenge bit b, any user set U, any message

tuple  qe,, = (XY Ty U Inr)pkerru and  any  Qx-set  of key tuples {qu, =
(ySkTé{K?ypkZK’u7EK)TKG[TEPZK],PkG’HmU}‘eKEQK that come from admissible queries with respect

to Condition (x), then the outputs of experiments Expiny(b,U,qe,,,{Qey terceoy) for a € {0,1}
defined in Figure 7 are perfectly indistinguishable.

EXP?NJ (b’uv qeps {q@K }ZKEQK):

1. It generates: Vpk € HNU,
8 d

— Upk, Vpk < Zp;

- Rﬁf & Zp subjected to D, 3/ Rﬁf =0 for each ¢k € Ok.
2. It computes WK € 9k,

b, T 0,7

— zpk e = ( Up " Ypio lf(K + vpk ypklf;) for each 7% € [repeK].
3. Output:

— if @ =0, it returns

4 T
(upk7 Vpk, {(Rpﬁ( + Zpk{([K)TKE[resz]}ZKEQK)pkE’HﬂZ/{;

— if @ =1, it returns

£
(_mgk‘Fuph mgk“‘”pk: {(Rpf + z;;f,(zK)TKE[repgK]}ZKEQK)pke?-m%

Fig. 7. Experiment description in Injection Lemma. The injected elements are highlighted in blue.

Proof. From Remark 4, given each pk and ¢k, one has an invariance Ag” that is equal to (z Oljk .

Tk ;0 TK
Ynire — 2" pk Yok ZK) for every Tx € [rep,,. . In the case o = 0, new variables are set as follows

u;k = a:bk + Wpk; 'U'k = fa:gk + Vpk; R:ka =R+ Apk 0t
e VA T AR Tk
= e~ (@ v — @ v
= Z;—EEK o All;kveK'

Then the output of the experiment when o = 0 can be rewritten as
b ! 0 / 174 !
(_wpk+upka xpk+vpk7 {(R C+ Zp7l;I<ZK)TKE [repg ] }[KEQK)PkE’HﬁU

Since (AguK)pk are zero shares, then (R:ka )pk are also uniformly-random zero shares. The lemma is
then completed as the rewritten output is of the same distribution as the output in the experiment

a=1. O

4.2 FH-IP-DDFE Construction

For every client, let d be an inner-product dimension, let X and Y be a message bound and a
function bound of size poly(\) respectively, let £y and Lx be a message-label space and key-label
space respectively. The scheme is described in Figure 8 with the following primitives:

— IPE = (iSetup, iKeyGen, iEnc, iDKGen, iDec) be a single-input function-hiding IPFE;

— UZS = (uSetUp, uKeyGen, uSeedGen, uTokGen, uSeedUpt, uShareEval) be a bilinear-updatable
pseudorandom zero-sharing scheme over G, for a seeding label space Lx and an updating label
space L.

— AoNE = (aSetup, aKeyGen, aEnc, aDKGen, aDec) be an all-or-nothing encapsulation scheme.

Remark 5 (Size of Ciphertext/Decryption Key). In the above FH-IP-DDFE construction, if one uses
the AoNE scheme that is constructed from a rate-1 identity-based encryption and employed in the
hybrid-encryption mode as in [CDSG™20], then the size of each DDFE ciphertext/decryption key will
be O)\(d + |U|)
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Construction:

— SetUp(1*): It generates PG «+ PGGen(1*) and sets up parameters of the underlying schemes: ipp <
iSetup(1*); upp < uSetUp(1*); app « aSetup(1?). It returns

pp = (PG, ipp, upp, app).

The parameters pp are implicit to other algorithms.
— KeyGen(): Each client samples

Kok & Kere; (upk, uskpk) < uKeyGen();  (apk, askyk) < aKeyGen().

It returns pk = (upk, apk) and skpk = (kpk, uskpk, askpk)-
— Enc(skpk, m): It parses m = (m,Unr, £ar) and computes
1. a UZS token: b}, < uTokGen(uskok, (Uar, ar));
2. a random coin for IPE key generation: coinpk < PRFy,, (Unr);
3. a 6d + |Uns|-length IPE secret key: iskp = iKeyGen (154Ul coingy);
4. an IPE encryption: & = (m, 09)

. . . 2d ~2d 1.6
ictok < iEnc(iskpk, [2,0°%,0 ,bpzkvfuM,O]l);

5. an AoNE layer on ictp: actyk <— aEnc(askp, (ictpk, Unr, £ar|]” ct”)).
It returns the ciphertext
Ctok = (aCtpk,uM,éM).
— DKGen(skpk, k): It parses k = (k,Uk, k) and computes
1. a UZS seed: [aﬁfuk]z + uTokGen(uskpk, Uk, LK );
2. a random coin for IPE key generation: coinpk <— PRFk,, Uxk);
3. a 6d + |Ux|-length IPE secret key: iskp = iKeyGen(1%4F14x!: coingy);
4. an IPE decryption key: y = (k, 0%)
idkok < IDKGen(iskp, [y, 0°%, 0%, a f<,, ,0]2);

5. an AoNE layer on idkpk: actyk < aEnc(askpk, (idkpk, Ui, k|7 dK”)).
It returns the decryption key
dkpk = (actpk, Uk, UK ).

— Dec ((dkpk)pkettg » (Ctpk)pkettns s Unr, €ar), Ur, Cxc)): If Unr = Uk = U is not true, it returns L. Otherwise,
1. it parses dkpx = (actpk, U, £x) and recovers the IPE decryption keys

(idkpk)pkeu = aDec((actpk)pkewu,éKH”dk”);
2. it parses ctpx = (acty,, U, {ar) and recovers the IPE ciphertexts
(iCtpk)pkez,[ = aDec((act;k)pkeu,L{,éMH”ct”);

3. it computes [a]r = 37, ., iDec(ictyk, idkyk) and returns a.

Fig. 8. DDFE for Function-Hiding Inner Products
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Correctness. By the correctness of the AoNE scheme, one can always recover IPE ciphertexts
(ictpk)pkers and decryption keys (idkpk)pkers- The correctness is then implied by the correctness of
the IPE scheme and the UZS scheme:

Z iDeC(iCtpk, id kpk)
kel

_ T 2vanl 15%
= E [xpk “Ypk T bpk,u : apk,u]T
pkel

:[Z :c;—k “yprlr +e | [1]1, Z uShareEvaI(uSeedUpt(seedﬁ’kiu,tokenﬁﬁfu))

pkeU okl
:[ Z w;—k . ypk]T +e []_h’ Z Shareﬁﬁzl,l{ezvj
pkeU okl
=[> @ yodlr + e (U [0]2) = [ Yz ypdr = [ mg - ko
pkeld s P
As the inner product Zpkeu m;k - kpi is of size poly()), it can always be recovered. -

4.3 Security Analysis

Theorem 2 (Indistinguishability for FH-IP-DDFE). If IPE is a single-input sym-IND-secure
FE for function-hiding inner products, AoNE is a sym-IND-secure all-or-nothing encapsulation, and
UZS is an otu-sta-IND-secure updatable pseudorandom zero sharing, then the FH-IP-DDFE scheme
constructed in Figure 8 is sta-sym-IND secure (as in Definition 5) in the standard model.

Proof. In the static-corruption game, we can fix PK to be the set of parties generated by QNewHon()
queries, C to be the set of corrupted parties in PK and H = PK\C to be the set of honest parties. Let
gxx be the number of xx-oracle queries where xx € {QNewHon, QEnc, QDKGen, QCor}. Given A € N,
we denote by Advg, the advantage of an PPT adversary A in each game G;, and Advyy be the best
advantage of any PPT adversary against the primitive xx that is setup with .

The DDFE scheme can be parsed as a scheme for messages and keys in the forms x? = (m?, 09)
and y® = (kb 09) respectively. Let Q) and Qx’ be the set of adaptive encryption queries and
decryption key queries sent by A respectively by the end of the game. When pk € H, a decryption
key query (pk,y°, y', Uk, k)" € Q is said to be incomplete if there exists pk’ € H NUx such that
there is no decryption key query (pk’,y’%, y'!,Ux, x) € Q. Similarly, when pk € #, an encryption
query (pk,x®, !, Uy, lar) € Qi is said to be incomplete if there exists pk” € H MUy such that there
is no encryption query (pk’, z’%, &'t Uns, lar) € Qur-

We proceed via a global hybrid argument: we describe the changes in the IND game by using the
games Gg, G1, and G (see Figure 13). Notably, the game Gg corresponds to sta-sym-IND security
game as defined in Definition 5, and the game Gg corresponds to the case where adversary’s advantage
is 0 since there is no challenge bit b. We first prove the indistinguishability under the assumption that
all encryption queries and decryption-key queries are complete.

The case of complete queries. The transition between G; and Gg3 requires intermediate games
G111, {Gi1.y teyeon, and Go (see Figure 9). The transition between {Gi.1.4,, }ey,c0, requires
intermediate (Gj, ;)ie[e) (see Figure 10) for each £y.

The security notion of UZS applies to the transition from Gj, , to G, 3 as in the lemma below.

Lemma 3 (FH-IP-DDFE: Transition from Gj , to G} ). For any PPT adversary A, the
advantage in distinguishing two games is
tu-st
AdvG;M.2 — AdVGEM.s < Advze™.
5 Qu and Qf contain elements of the form (pk, -, -,U, £). For a string xx € {0,1}*, we denote by xx € Qs
or xx € Qg if there exists a query containing xx.

7 For ease of exposition, we omit subscript /superscript indexes in contexts where these indexes are explicitly
mentioned in queries.
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Game iEnc iKeyGen Assumption
G, (mz,krM .04 0% bﬁﬁfw 0) (yz,er 024 0% aﬁﬁfw 0)
Gi1 (zy ™™, 0%,0% b, 0) (Y yg <, 0% ask,,,0) IND of IPE
Oy < LUar:
Gy (02‘1, w&’f“ , 02d, bﬁa‘fu, 0) same as in explained
Iy € Qu Oy > U Ga1 in Figure 10
(@b, 0%, 0% b0 0)
Go (0%, ;™™ 0% biM | 0) (0%, y 7%, 0% af,,0) IND of IPE
Gs (zo 7™, 07,07 biM | 0) (v <,0%",0% a<,,0) IND of IPE

Fig. 9. Sequence of hybrids for transition from Gi to Gg in the security proof of FH-IP-DDFE (see Theo-
rem 2), under the assumption that all queries are complete. All changes are made within iEnc and iDKGen

algorithms for the replies of encryption and decryption key generation oracles respectively, and higlighted in
blue.

Proof. We build an adversary B against the otu-sta-IND security of UZS from an adversary A that
distinguishes between two games in the transition. To simulate a FH-IP-DDFE challenger, B uses the
UZS oracles to handle all UZS related operations in DDFE.

— For each encryption query on (pk, &)y, 2y, U, l/),

o If 0, # {pr: B obtains bﬁ%{u + QTokGen(pk,U, ¢;) to complete the message to IPE encryp-
tion.
o If ¢, = ly: it does not have to obtain bﬁﬁfu as the message to IPE encryption is (mgk +

uﬁﬁfu,OQd, 0%¢,0/1=1 1) in this case.
— For each decryption-key query on (pk, ygk7 y;k,Z/l, lk),

e 3 obtains [aﬁﬁu]Q <+ QSeedGen(pk, U, L) and ([Rﬁﬁfb’f’(]g)pkeymu < QShare(U, Lk ||lnr);
e 3 completes the IPE key in G5 as

b .0 .0 ¢ e
[ypk7 ypk7 ypka a’p{éz/p Rpﬁl’uK + z;ﬁzK]?
The admissibility condition (x) of UZS holds since

— all the corruption queries in FH-IP-DDFE are sent in one shot;
— QShare(U, £k ||€nr) queries are made for the same ¢, on every U and there are no QTokGen(pk, U, £,r)
queries required.

When UZS.b = 0, one has [Rﬁﬁfl’ff(]g = [bf;ﬁfuT '(lf;féu]g which corresponds to G, ,; and when UZS.b =

ZM,EK EM T eK 3
1, one has ([Rpk,u ]2)pkerru are random shares of — > pkecnld [bpky -apkﬂ}g, which corresponds to
G} Therefore, one has
Lar.3° )

otu-sta
AdVGZM.z — AdVGZM.s S AdVUZS .

The Injection Lemma applies to the transition from G, , to G, 5 as in the lemma below.

Lemma 4 (FH-IP-DDFE: Transition from G}  , to Gj ;).
are identical.

The two games G, , and Gy o

vl _ p0,4n .l 1,60 LK 1,60 Lk
Proof. In these games, we parse the randomness R/ = R ;" + R ;" where (Rpk,u )pkeHMU

124 T LK O;€1W75K
are random shares of — >, -, bpk,%, . a{p{(,u and (R
Given each U, we set qp,, = (wp[( s T JUL ) pkenru and for each (€ Qk, we set qp,, =

(yg[f",y;[(”‘,U,EK)TKe[repéK],kaHmu. Then the difference between two games are the outputs of

)pkewnu are random shares of 0.

{Exping (0, U, @eyr, {Gex Yeceor ) Yuue oy s where a = 0 corresponds to G, and o = 1 corresponds to
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Game Adjustment Assumption
GJ,, = G11r,  asin Figure 9
iEnc: on label £,
b, d
(z, M+upkb{’02 ka/{’bka/I’ 1)
Gl where upw &z IND of IPE
iKeyGen: on all labels /x,
b, 0, bri ol
(ykaK ) ykaK _ykaK pfl/{’ 0)
iEnc: on label £,,
( bTM +upku,02d 02d’0‘U|—1,1)
Gl 2 where upk y & /5 IND of IPE
iKeyGen: on all labels €K7
b, 0,7 0,7 Oy T
(ykaK » Yok K, Yok Kv pk U bpf:lbl pk ut Zpk eK)
£ b, T
where zpk Ve = pﬁ/fu Yok K
iEnc: on label £,
( bTM +upku702d 02d 0‘U| 1 1)
Where upk ' & VA%
G, 3 iKeyGen: on all labels /x, IND of UZS
b, T 0,7 0,7 4 3V A
(ypk K’ypk K’ypk “ pi(u’Rpi\,dM itz Zpk, ZK)
where ( ﬁkﬂe )pkeqmu are random subjected to
Va4 _ Y/ Y
Zpke’HﬁM Rpﬁ,du K=— ZkaCﬁM bpﬁ/fl/l ) apfu
iEnc: on label ¢/,
(z, bTM +upkw02d ﬁﬁ{uvolw_lﬂ)
G, 4 where wlt, v, & 7 IND of IPE
iKeyGen: on all labels ZK,
( b, T 0, 7K O‘I’K RZM,ZK+ )
Yok Yok Ypk kauv pk,U ZpErEK
Z b T 0,7
where Zpk,lK = _(upﬁ,lu ' K+ pku " Yok 5)
iEnc: on label £,
b, 2d Ul-
(mkaM_mpk +upku70 +'Upkwol l 171)
G, 5 where uﬁk’u, v Zd Statistical by
iKeyGen: Injection Lemma
b, 0,7 0,7 4 2V A
(ypkK’ypkK’ypkK’ pi(,M’RpﬁquK +zpk¢K)
iEnc: on label ¢/,
( WUp, w02d . M +'Upk qu|U| 1)
G, 6 where u; | vﬁﬁ{u < 7 IND of IPE
iKeyGen:
b, 0,7 0, Y.
(ykaK » Yok K, ykaK pk Uu> Rpllz/,lu o+ Zpk eK)
GJ,,+1:= G11.4y,+1 asin Figure 9 Symmetric

transitions as
*
from G7,, to
*
GEM.4

Fig. 10. Sequence of hybrids for each transition from Gi.1.¢,, to Gi.1.¢,,+1 in Figure 9. We denote by #H (and
C) the set of honest (and corrupted) users and (¢ar + 1) the subsequent message label of £y in the ordered
set Qs of encryption queries.
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* 0 1 .
G€M.5‘ By Lemma 2, we have EXPINJ (b, U, Qins {qu }ZKEQK) = EXpINJ (b7u7 dey s {qZK }ZKGQK) with
respect to experiment randomness (uﬁﬁfu, vf;{fu, Rg[fﬁ L ) that are generated independently for each

U. Therefore, the lemma is complete. a

Lemmas for other transitions and the indistinguishability in the case of incomplete queries are
provided in Appendix B.2. By completing the proof in both cases, we complete the theorem. O

5 Attribute-Weighted-Sum DDFE

In this section, we construct a DDFE scheme for attribute-weighted sums that is sel-sta-sym-IND
secure in the standard model.

5.1 Construction

Let Ljs and Lk be a message-label space and a key-label space respectively. The AWS-DDFE scheme
is described in Figure 11 with these primitives: AWIPE = (aiSetup, aiKeyGen, aiEnc, aiDKGen, aiDec) be
a FE for attribute-weighted sums with function-hiding inner products; UZS be a bilinear-updatable
pseudorandom zero-sharing scheme over G5 for a seeding-label space Lx and an updating-label space
Lr; AoNE be an all-or-nothing encapsulation scheme.

We defer the correctness and the efficiency analysis to Section C.

5.2 Security Analysis

Theorem 3 (Indistinguishability for AWS-DDFE). If AWIPE is a single-input sel-sym-IND-
secure FE for attribute-weighted sums with function-hiding inner products, AoNE is a sel-sym-IND-
secure all-or-nothing encapsulation, and UZS is an otu-sta-IND-secure updatable pseudorandom zero
sharing, then the AWS-DDFE scheme constructed in Figure 11 is sel-sta-sym-IND secure (as in Def-
inition 5) in the standard model.

We defer the proof of the above theorem to Section C.

Acknowledgements. We would like to thank Ky Nguyen, Duong Hieu Phan and David Pointcheval
for fruitful discussions that motivated this work.
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Fig.11. DDFE for Attribute-Weighted Sums
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A More Definitions

A.1 Arithmetic Branching Programs

Definition 12 (Arithmetic Branching Programs (ABPs) [IW14, AGW20, ATY23]). An
arithmetic branching program f : Zy° — Z, is defined by a prime p, a directed acyclic graph (V, E),
two special vertices vo,v, € V, and a labeling function o : E — FAfne where FAine consists of all
affine functions g : Z;,° — Z,. The size of f is the number of vertices |V'|. Given an input x € Z,° to
the ABP, we can assign a Z, element to edge e € E by o(e)(x). Let P be the set of all paths from v
to v1. Fach element in P can be represented by a subset of E. The output of the ABP on input  is
defined as Y picp [locp o(e)(x). We can extend the definition of ABPs for functions f : 70 — Zp*

by evaluating each output in a coordinate-wise manner and denote such a function class by fﬁﬁzl.

There exists a linear-time algorithm that converts any boolean formula, boolean branching pro-
gram or arithmetic formula to an arithmetic branching program with a constant blow-up in the
representation size, so ABPs can be considered as a stronger computational model than the others.

A.2 DDFE for All-or-Nothing Encapsulation

Definition 13 (All-or-Nothing Encapsulation [CDSG"20]). AoNE is defined on messages of
length L and label space L as follows:

K=0 M={0,1}' x S(PK) x L
Then, F’(EK7 (pk, (xpk,upk,fpk))pkeu) = (upk,épk)pkeu fOT any Ue ﬁ(P’C) and

(pk, Tpk)pkeury, of condition (x)

F(EKv (pk, mPk)PkEUM) = { | otherwise

and AoNE condition (x) is: 3¢ € L,Vpk € Upnr, mpk = (2pk, Unr, £).

We note that a concrete AoNE construction that is secure in the standard model is provided
in [CDSG™20].

A.3 Pseudorandom Functions (PRF)

Definition 14 (PRF). A PRF from input space X to output space ) is secure if for any security
parameter A € N, and for every PPT adversary A, there exists a negligible function negl(-) such that

K& {0,100 & 0,1}
b A4 X 1
Advprr,a(X) = |P | A%e()(1%) = © — 5| < negl())
Opre({) := PRF(¢) 2

Opre(£) := RF({)

where O@RF() is an oracle depending on the challenge bit b and RF is a random function computed
on the fly.

A.4 Non-Interactive Key Exchange (NIKE)

Definition 15 (Non-Interactive Key Exchange). A NIKE scheme consists of three PPT algo-
rithms:

— SetUp(\) : On input a security parameter X, it outputs public parameters pp. Those parameters
are implicit arguments to all the other algorithms;

— KeyGen(): It generates and outputs a party’s public key pk € PK and the corresponding secret key
Skpk,'

— SharedKey(pk, skpk): On input a public key and a secret key corresponding to a different public
key, it deterministically outputs a shared key K.
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Correctness. For all security parameters A € N, it holds that
Pr[SharedKey(pk, skpi) = SharedKey(pk', skok)] = 1,
where the probability is taken over pp «+ SetUp()), (pk, skyk) < KeyGen(), (pk’, sky, ) <= KeyGen().

Definition 16 (Security for NIKE). No adversary A should be able to win the following security
game against a challenger C, with unlimited and adaptive access to the oracles QNewHon, QRev,
QTest, and QCor described below:

— Initialize: the challenger runs the setup algorithm pp < SetUp()\) and chooses a random bit

b & {0,1}. It initializes the set H of honest participants to (). It provides pp to the adversary A;
— Participant creation queries QNewHon(): it generates (pk, skok) <— KeyGen(), stores the association
(pk, skpk) in the set H of honest keys, and returns pk to the adversary;
— Rewveal queries QRev(pk, pk’) : it requires at least one of pk and pk’ be in H. Assume pk € H, then
it returns SharedKey(pk’, skpk);
— Test queries QTest(pk, pk’): it requires that both pk and pk’ were generated via QNewHon.
e if b =0, it returns SharedKey(pk', skok);
e if b =1, it returns a (uniformly) random value and stores the value so it can consistently

answer further queries to QTest(pk, pk’) or QTest(pk’, pk).
— Corruption queries QCor(pk): it recovers the secret key sk associated to pk from H and returns

it, then removes (pk,sk) from H. If pk is not associated with any secret key (i.e. it is not in H),
then nothing is returned;

— Finalize: A provides its guess b’ on the bit b, and this procedure outputs the result 8 according to
the analysis given below.

Finalize outputs the bit 3 = (V) = b) unless a QCor query was made for any public key which was
involved in a query to QTest, or a QRev query was made for a pair of public keys which was also
involved in a QTest query, in which case a random bit 5 is returned. We say NIKE is secure if given
any parameter X € N, for every PPT adversary A, the following holds:

Advnike(A) = |Pr[8 = 1] — 1/2] < negl()).

B Deferred Proofs

B.1 Updatable Zero Sharing

Lemma 5 (UZS: Transition from Gy to Gi). For any PPT adversary A, the advantage in
distinguishing two games is
‘AdVO - AdV1| S AdVN|KE.

Proof. We build an adversary B against the IND security of NIKE from an adversary A that distin-
guishes between G and G;. To simulate a UZS challenger, 3 uses the NIKE oracles as follows:

— For every QNewHon() query, B returns pk from the NIKE.QNewHon() query to \A.

— For every QCor(pk) query, B obtains NIKE.skyk from the NIKE.QCor(pk) query, and computes
Kok pk' < NIKE.SharedKey(pk’, NIKE.sk) for all pk’ € PK to complete the reply to A.

— Instead of generating by itself the keys (Kpi pk’ ) (pk,pk’)e 72 pkepk’ » the adversary B uses the challenge
shared keys kpy pk from the NIKE.QTest(pk, pk’) queries.

— B outputs A’s guess for the challenge bit NIKE.b.

The admissibility condition (x) of NIKE holds since the set of corrupted users in UZS is sent in one
shot. Therefore, when NIKE.b = 0, B is playing Gg; when NIKE.b = 1, B is playing G;. a

Lemma 6 (UZS: Transition from G; to Gz). For any PPT adversary A, the advantage in
distinguishing two games is

|Adv; — Advy| < (qQNeWH°n2 - chor) - Advpge.

Proof. We proceed by using multiple hybrid games over each pair of different honest parties (pk, pk’) €
H2. For each transition, we build an adversary B against the IND security of PRF from an adversary
A that distinguishes two games in the transition. To simulate a UZS challenger, B uses the PRF
oracle, instead of generating by itself the PRF key Ky pie to handle all PRFy  , related operations,
and finally outputs A’s guess for the challenge bit PRF.b. Since the number of honest pairs is bounded
by (qQNew“°2"_qQC°'), one completes the proof. O
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Go, |G1, Ga,!Gs! |

pp < SetUp(1%); b & {0,1}

(PK,st1) <= A(pp);  (pk)pkerk <= QNewHon([PK])
(C,st2) < A((pk)prerpic, st1);  (skpk)prec <= QCor([C])
b (_AQSeedGen(<,<,4),QTokGen(»,»,»),QShare(<,4)((skpk)pk€c7st2)

Output: b’ if Condition (x) is satisfied, or o’ & {0, 1} otherwise.

QNewHon():

(pk, NIKE.skyk) <— NIKE.KeyGen()

Vpk' € PK : kpk pkr < NIKE.SharedKey (pk’, skok)
For (pky, pk,) € H2 and pk; # pky : Kok iy < Zp

Store (pk, Skpk) = (pk7 N”‘(E.Skpk7 (kpk,pk’)pk’eu\{pk})
Return pk

QCor(pk):
If pk ¢ PK, return L.
Return Skpk = (NIKE.Skpk, (kpk,pk’)pk’eu\{pk})'

QSeedGen(pk, U, £;):
aiy = (D" PRFy,, ,, 7l U1E))

pk’ €U\ {pk}

’ ’ 2
afias = (D™ PR /R *HOSE 0 )

Return seedﬁﬁyu = [‘%éﬁ,uy
QTokGen(pk,U, £,,):
biiu = (PRFi, . CulUl]6))

Pk’ €U\ {pk}

lu (pk,pk’)eH?
bfiae = (IPRFis /R Culiede)

by  _ plu
Return tokenpk’u = bpk,z,r

QShare(U, 0):
Return (shareb, 1/ )pkenru < [PShareGen(H NU U, €)/RY ]’

,,,,,,,,,,,,,,,,,,,, .

|
YA L
! (sharegy 1/ )okerru <+ Ry |

Fig.12. Games for the otu-sta-IND proof of UZS in Theorem 1
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B.2 Function-Hiding Inner-Product DDFE

G(), Gl,(é; ] -

pp < SetUp(1*); b & {0,1}

(PK,st1) <= A(pp);  (Pk)pkerk <= QNewHon([PK])

(C,st2) + A((pk)pkepr;st1);  (skpk)pkec + QCor([C])

b e ARER) QOKGan o) (gl ) e sto)

Output b if Condition () is satisfied, or b’ <+ {0, 1} otherwise.

QNewHon():

ko <— Kprr;  (upk, uskpi) <— uKeyGen();  (apk, askyk) < aKeyGen()
pk = (upk, apk); skpk = (kpk, uskpk, askpk)

Store (pk, skpk) and return pk.

QDKGen(pk, y” = (k°,0%),y' = (k',0%), (U, £)):
[a]2 < uSeedGen(uskex, (U, £))

coin + PRFy,, (U) ‘coin — RFo(U) Vpk € 'H\
isk « iKeyGen (154141 coin)

lg]> = [(ybv 02(17 02da a,0)]2 : lg]2 = [(y07 02d7 OQd, a,0)]2 |
idk < iDKGen(isk, [g]2)

act < aEnc(askyy, (idk, U, ¢||” dk”))

Return (act,U, ?).

QEnc(pk, 2’ = (m°, 0%), 2" = (m*,0%), (U, £)):
b < uTokGen(uskp, (U, £))

coin +— PRFy,, (U) | coin + RFp(U) Vpk € |
16+,

isk «— iKeyGen(
[h’h = [(wb’ 02d7 02(1? b, 0)]1 : [hh = [(wov 02d7 02d7 b, 0)]1 3
ict « iEnc(isk, [p]:) T TTTTTTT
act < aEnc(askpy, (ictp, U, £]|"ct”))

Return (act,U, ?).

coin)

QCor(pk):
If pk ¢ PK, return L.
Return skpk = (Kpk, uskpk, askpk).

Fig. 13. Games for the sta-sym-IND proof of FH-IP-DDFE in Theorem 2

The case of complete queries. The deferred lemmas for transitions are provided below.

Lemma 7 (FH-IP-DDFE: Transition from Gy to Gi). For any PPT adversary A, the advantage
in distinguishing two games s

‘AdVGo - AdVG1| < (QQNeWHon - QQCor) : AdVPRF~

Proof. We proceed by using multiple hybrid games for each pk € H. For each transition, we build an
adversary B against the IND security of PRF from an adversary A that distinguishes two games in
the transition. To simulate a FH-IP-DDFE challenger, 15 uses the PRF oracle, instead of generating
by itself the PRF key kg to handle all PRFy, related operations, and finally outputs A’s guess for
the challenge bit PRF.b. Since the number of honest parties is bounded by (gqNewHon — GQcor), One
completes the proof. O

Lemma 8 (FH-IP-DDFE: Transitions to G1.1, G}, G}, 5, G} 4, G} 4, G2, G3 from their
M - M - CM - CM -
previous games). For any PPT adversary A, the advantage in distinguishing between any two
games is upper-bounded by
(qQEnc + QQDKGen) . AdVTg:gn
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Proof. We proceed by using multiple hybrid games for each pair of honest (pk,U) € Qu U Qk.
We build an adversary B against the (adaptive) sym-IND security of IPE from an adversary A that
distinguishes between two games in the considered transition. To simulate a FH-IP-DDFE challenger,
B uses the IPE oracles to handle all IPE related operations for the reply of each (pk,)-involved query
from A.

— For each complete QDKGen(pk, 3% y',U, (k) query, let g3, ,, and g, ,, be the IPE keys that
B needs to prepare in the previous game and the subsequent game respectively. Then B sends
(ggk7u,g;k7u) to IPE decryption key generation oracle. It uses the returned decryption key idkpy
to complete the reply to A.

— For each complete QEnc(pk,z®, ', U, {5r) query, let hj, ,, and h}, ,, be the IPE messages that
B needs to prepare in the previous game and the subsequent game respectively. Then B sends
(hgk,w h‘ék,b{) to IPE encryption oracle. It uses the returned ciphertext ictpk to complete the reply
to

— B outputs A’s guess for the challenge bit IPE.b.

The admissibility condition (*) of IPE in each transition holds since one always has ggkyu—r h) oy =
T

g;ky . hék,u- Proceeding for each (pk,U) in queries where pk € H, one completes the lemma. O
The case of incomplete queries. We first remark that as all transitions in the case of complete
queries do not need to exploit the structure of merged messages and keys, namely & = (m, 0%) and
y = (k,0%), then the indistinguishability of complete queries DDFE also holds for arbitrary 2d-length
message « and key y. We use this remark for the following hybrid argument.

Game G': This game corresponds to Gj, where for each pk € H N U, the challenger encrypts
T = (m ,0%) to answer any query on (pk,m° m! U, ¢y;) and generates decryption keys for
y = (k®,0%) to answer any query on (pk, k°, k', U, (x).

Game GI': The change is that the challenger encrypts = (m® m?).

Game GI: The change is that the challenger generates decryption keys for y = (0%, k).

Game G7: The change is that the challenger encrypts = = (04, m°). As y = (0%, k%) in this game,
there is no more challenge bit b, so the adversary’s advantage is 0. which is identical to that in
Gs.

Inspired by the proof strategy relying on AoNE and complete-queries DDFE in [SV23], we use the
following intermediate games for the transition from G to GY'. For every (Uns,r) € Qur,

Games Gi1n‘(uM ¢yy¢ In this game, to answer any query on (pk, m° m!,U, ) the challenger encrypts
x = (mb,mO) if (U,0) < Unr,la) and = = (m®,0%) if U, ¢) > (Upr, ). The only change
between games of adjacent pairs (Ups,€ns) and (Uns, €ar) + 1 is the selection of message x to
encrypt for encryption queries on (pk, m®, m!, U, {1r).

An adversary A that distinguishes between two games can be used by an adversary B to play against
either DDFE or AoNE as follows.

— B first guesses if A sends complete queries at (Ups,€pr) or not. If yes, it starts a sta-sym-IND
game of DDFE for complete queries. If no, it starts an sym-IND game of AoNE. If in the end
the guess is Wrong, it aborts the underlying security game. In both games, B receives encryption
queries (pk m0 m U, Z) from A and prepares challenge messages and keys as follows:

cy=y’ = y' (kb

o 2 =z! = (m?,m°) if (U ) < Uni, lar);
. a: =z! = (m’ 0%) 1f U, o) > (UM,ﬁM)
e 20 = (m’ 0%) and z' = (m®, mO) if (U, ) = (U, lar).

— If Bis playlng against DDFE, then B sends the queries (pk,z°, x',U,¢) and (pk,y,y,U,{) to
DDFE oracles. Note that if encryption queries on (U, ¢) # (Unr, far) and decryption-key queries
sent by A are not complete, B can complete them by sending itself queries for identical messages
and keys on missing pk € U NH to DDFE oracles. If A sends complete queries at (U, £ar), B will
be an adversary against DDFE with all complete queries.

— If B is playing against AoNE, then B uses IPE to encrypt (x,!) into (ict’,ict'), and sends
(pk,ict®,ict', U, £||”ct”) to AoNE encryption oracle. For decryption-key queries, it uses IPE to
generate keys idk for y and sends (pk,idk,idk,U, ¢||”dk”) to AoNE decryption-key oracle. If A
sends incomplete queries at (Uns, €ar), B will be an admissible adversary against AoNE.
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The advantage of A between each pair of games Glln (Ung far) and G'Iln (Ung La)+1 is then upper-bounded
by the maximum of best advantages in complete-queries DDFE and AoNE, which is negligible. We
apply a similar strategy of using complete-queries DDFE and AoNE to the transitions between G,
G and G

C Attribute-Weighted-Sum DDFE

Correctness. From the scheme in Figure 11, one can always recover AWIPE ciphertexts (aictpk)pkeus
and decryption keys (aidkpk)pkers from AoNE. The correctness is then implied by the correctness of
the AWIPE scheme and the UZS scheme:

Z aiDec(aictpk, aidkpk)

pkeld
¢
= Z[ Z fpk(mpku') " Zpk,j + bpku 'api,M]T
PkEU €[ Npi]
T
:[Z Z Sor(@prj) - ZpkjlT
pkEU jE[Np]

+e | [1]1, Z uShareEvaI(uSeedUpt(seedﬁﬁ’u,tokenﬁﬁfu))

pkeld
lell€
=13 D fok@aws) " zpeglr e | [Ur, Y sharefl
pkEU €[Ny pkelt
T
=) D fokl@oky) ' - Zpwglr + e (11, [0)2)
Pkl j€[Npi
.
=) D Sokl@pks) " - Zpglr
pkeU jE€[Npk]

O

Remark 6 (Size of Ciphertext/Decryption Key). In the AWS-DDFE construction (Figure 11), if one
uses the AWSw/IP-FE that is constructed based on the MDDHj assumption as in [ATY23] and
the AoNE that is constructed from a rate-1 identity-based encryption and employed in the hybrid-
encryption mode as in [CDSG'20], then the complexity for the size each DDFE ciphertext will be
Ox(N(kng +mn1 +n)), and the size of each DDEE decryption key will be Oy (t(kng + n1 + n)). Here

(t,no,n1) are parameters related to ABPs in Fpor .

Like FH-IP-DDFE, we have a remark from the admissibility of AWS-DDFE.
Remark 7 (Invariance in AWS-DDFE). Given any admissible adversary against AWS-DDFE and

any challenge bit b, Condition () in Definition 5 implies that among encryption queries under (¢5;,U)
and decryption-key queries under (¢f,U), the equalities

YooY feklmery) =

pkEHNU\pk* jE[Npk]

= > D

pkeHNU\pk* jE[Npi]

b T_b,
bt D Fo (@ ;) 20

je[Npk*}

0 T,0,
pkj T Z Jokr (s ;) zka*,j

jE[Npk*}

holds for each pk* € # NI and each index 7 that numerates repetitions of encryption queries under

(pk™, £ar,U). Then one has the value

Ay = Z Jorr (T ) )' ng* j— Z Sor (@i Tzzi:;,j
JE[Npier ] JE[Npier]
T b,1
Z Jow (x pk*‘ pk*' Z Jor ( pk*‘ Zpk*,j
JE[Npir] JE[Npir]
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be an invariance across 7. Furthermore, each variance is an additive share of zero, i.e. ZpkE’HﬂM Agk =
0.

Proof (Theorem 3). This is a selective-static game where any adversary has to send encryption
queries Qjy, decryption-key queries Qg and corruption queries for C = PK \ H in one shot. For
brevity, we use the notations & := (x;, z;);en] and f for each ABP function f such that f(Z) :=

ZjE[N] f(a;j)sz. We proceed via a hybrid argument: we describe the global changes in the IND game
by using the games G, G1, G2 and G3 that are described below; the transition between G2 and Gj
requires intermediate games (Ga.(1/,¢,,).1)ic[5] (See Figure 14) for each pair (U, £n;) € Q. Notably,
the game Gg corresponds to sel-sta-sym-IND security game, and the game Gg corresponds to the
case where adversary’s advantage is 0 since there is no challenge bit b.

Game Gi: The change is that the challenger uses a random function RF, instead of PRFy  for
pk € H. The indistinguishability is implied by the security of the pseudorandom functions.

Game Go: When pk € H, a decryption key query (pk, (fpk)kaMKaZ/IK) € Qg is said to be incomplete
if there exists pk’ € H N Ux such that there is no key query (pk’, (fpk)pkEZ/lK7uK) € Q. For
that query, actpk is changed to the encapsulation of (0,Uk, l¢||”dk”). Similarly, when pk € H,

an encryption query (pk,Zg,, #h, Unr, far) € Qi is said to be incomplete if there exists pk' €

p
H N Uy such that there is no encryption query (pk'jgk,,it;k,,Z/{M,ZM) € Q. For that query,
actpk is changed to the encapsulation of (0,Uas, {ar]|”ct”). The indistinguishability is implied by
the security of the AoNE scheme.

Game Gg: In this game, for every complete encryption query on the tuple (pk, ﬁgw :%ék,Z/{M, lar), the

challenger chooses aigk to encrypt.

Lemmas for transitions between the intermediate games (Go,(14,¢,,).1)ic[5) (see Figure 14) for each
pair (U, Lyr) € Qpr are provided in the following section, which complete the transition from Gs to
G3. Therefore, the theorem is complete. a

Lemma 9 (AWS-DDFE: Transition from Gy /,¢,,).0 t0 Ga.@1,0,,).1). For any PPT adversary A,
the advantage in distinguishing two games is

sel-sym
AdVGQ_(u‘gM)_O - AdVGz_(uﬁgM)_l < (QQNewHon - QQCor) 'AdVAW|pE .

Proof. On a fixed user set U, we proceed by using multiple hybrid games for each pk € H. We build
an adversary B against the sel-sym security of AWIPE from an adversary A that distinguishes between
two games in the transition. To simulate a AWS-DDFE challenger, B uses the AWIPE oracles to handle
all AWIPE related operations for the reply of each (pk,U)-involved query from A.

— For each complete QDKGen(pk, (fpk)pkeu,U) query, B prepares the AWIPE key as

;oo
ko = (fpka [api7ua0]2)7
~ ¢ ¢ T p
K= (fos lagho aghar  bhyl2)
where f = (fok)pkew and sends (pk, k%, k') to the AWIPE decryption-key oracle. It uses the

returned decryption key to complete the reply to A.
— For each complete QEnc(pk, :%gk, i;k,u, £yr) query, B prepares the AWIPE message as

m’ = (i{;})kv [bpk,?/l,fM?O]l)7
m! = (&b, [0M171 1]);

and sends (pk, m", m!) to the AWIPE encryption oracle. It uses the returned ciphertext to complete
the reply to A.
— B outputs A’s guess for the challenge bit AWIPE.b.

Let Fawipe be the functionality defined in Definition 8 for AWIPE. The admissibility condition (x) of
AWIPE in each transition holds since one always has

. 0 T
Fawpe (K, m") = [fpk(w';k) +ayly 'bﬁﬂ{u}T = Fawipe(k',m").



34

Game Adjustment Assumption

aiEnc:

G tita)0 U ) < Uy Ear): (30,651, 0) Hybrids on
U, lhr) = U, bar): (@5, B2,,0) U ty) < (U, Lar)
aiDKGen: same as in Ga
aiEnc:

G (wty)1 U, ty) = (U, bnr) : (85,0Y171 1) IND of AWIPE
aiKeyGen:

I 4. (f Ly Ly T £p
u =Uu: (ka7apk,Z/l’a'pk,M 'bpk,u)

aiEnc: same as in Ga (1/,¢,,).1

Ga.w,en).2 aiDKGen: IND of UZS
/ ) Ly Carily
U =U: (foxs @iy Ry ) where
@ju,ff . Zf T 12Y;
Zpke’HﬁZ/I Rpk,u = - Zpkemu Aou bpk,u

aibnc: same as in Ga.(1/,0,,).1

aiDKGen:
G U =U: (fo,a’?,,, RS 4 AV Ml Statistical
2.(U, )3 =u (fpkaapk,w ot T Al ) atistica
where
3V e Ty
Zplze’r'-téﬁl/{ Rpﬁ/,[?/{ T=- ZkaCﬁL{ apf,u : bpﬁ/,IZ/l
bl /A 7 /A
Apk,Z]/\/[[ 7= fpk(w.?k) - fpk(wﬁk)
aiEnc: same as in Gg (11,0,,).1
aiDKGen:
P 2 ep T L0
Ga.w.tnr)a U =U: (faafyaf, b +An) IND of UZS
where
ADEMLE _ f a0y F o (sb
pk,U = ka(xpk) fpk(xpk)
aiEnc:
G eyy+10 = (U ) = U, lur) = (E, by, 0) IND of AWIPE
Go.(u,e0).5 aiKeyGen:

B 4
ul - Z/{i (kaa a‘pf,lx(’ 0)

Fig. 14. Intermediate hybrids for the transition from G2 to G in Theorem 3. We denote by (U’, £);) < (U, L)
when (U, £},) is a previous pair of (U, £xr) in the encryption-query set Q.
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Therefore, in each transition of the multiple hybrid games for each pk € ‘H, when AWIPE.b = 0, A is
playing the previous game; when AWIPE.b = 1, A is playing the subsequent game. Since the number
of pk € H queried to either QEnc or QDKGen is bounded by (gqNewHon — 9Qcor), One has

sel-sym
AdVGz.(u,zM).o - Adsz.(u,eM).1 < (gQNewHon — 4Qcor) - AdVawpE -
|

Lemma 10 (AWS-DDFE: Transition from Gy /,¢,,).1 t0 G ,,,).2). For any PPT adversary
A, the advantage in distinguishing two games is

otu-sta
Adsz.(u,eM).l - AdVGz(u,i.M).z < Advyzs -

Proof. We build an adversary B against the otu-sta-IND security of UZS from an adversary A that
distinguishes between two games in the transition. To simulate a AWS-DDFE challenger, B uses the
UZS oracles to handle all UZS related operations.

— For each complete QEnc(pk, igk, :%;k,L{', ¢,) query, B prepares the AWIPE message as
o If U', lyy) # (U, Lar): it obtains by gy ¢ < QTokGen(pk,U’, £)/) to complete m.
o If (U',0),) = (U, Lnr): it does not have to obtain bﬁﬂ{u as the message to AWIPE encryption
is (2°,[0M1=11];) in this case.
— For each complete QDKGen(pk, ( fok)pkew, ) query, B prepares the AWIPE key as
e B obtains [aﬁﬁ,ub + QSeedGen(pk,U, L¢);

e B obtains ([Rﬁﬁfb’ff]g)pkeumy < QShare(U, L¢||lnr);
where f = (fpk)pkers and completes the key with the inner-product input as

2 ¢ Ear,t
k= (fok; [ap.lil/[? Rplkvfuf]Q)'
The admissibility condition (x) of UZS holds since

— all the corruption queries in AWS-DDFE are sent in one shot;
— QShare(U, £¢||¢nr) queries are made for the same £; on every U and there are no QTokGen(pk, U, £xr)
queries required.
.
When UZS.b = 0, one has [Rﬁﬁ{iff]g = [aﬁ?u . bf;ﬁfu]g which corresponds to Go.(11,¢,,).1; and when
UZS.b = 1, one has ([Rf,ﬁfiff]g)pke%mu & Raru,ez)1en (as in Definition 10), which corresponds to

G2, (u,6).2- Therefore, one has

otu-sta

AdVGZ.(l/{,ZNI).l - AdVG2.(ZA,ZNI).2 S AdVUZS
O

Lemma 11 (AWS-DDFE: Transition from Go.(u,00).2 tO GQ_(UJM)B). The two games Ga.14,0,,).2
to Ga.(u,r,).3 are identical.

blaly Carols
Proof. By the fact that >, 3~ Apyr’’ =0 (Remark 7), for any random shares (Rpk,u e
of the relation .
On by Ly (29,
E , Roycu’ =— E , g bokuo
pkeHNU pkecnU
Ly b,y .
one has Rpk ot Apk U are also random shares of the same relation. O
, , pkeHNU

Lemma 12 (AWS-DDFE: Transition from Gy 1,4 to Ga.@¢,)5). For any PPT adversary
A, the advantage in distinguishing two games is

sel-sym
‘AdVGz.(u,eM)A - AdVGQ.(M,eM).s < (gQNewHon — 4Qcor) - AdVawipE -
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Proof. Given {(pk, ﬁ;ko, “;kIJ/{ éM)}re[rep,_; | asaset of complete encryption queries and (pk, (fpk)pkewl/{)

as a complete decryption-key query, one has the following facts by the Remark 7:

bar,t
L. Apk]LV{I "= fpk( )= fpk( L) VT € [repg,, ],
b,e ,é
2. Epke’HﬂM Apk,Z 7 =0.
We proceed by using multiple hybrid games for each pk € H. We build an adversary B against the sel-
sym security of AWIPE from an adversary A that distinguishes between two games in the transition.

To simulate a AWS-DDFE challenger, B uses the AWIPE oracles to handle all AWIPE related operations
for the reply of each (pk,U)-involved query from A.

— For each complete QDKGen(pk, (fpk)pkeu,l/{) query, B prepares the AWIPE key as

e, Ty b,lar,l
(fpk7[ pkb[’api,u bMZ/{—’_Apk,AM/I T2)

g T o
(ka’[ pku’a’pﬁ,u bpﬁlu] )

where f = (fok)pkew and sends (pk, k%, k1) to the AWIPE decryption key generation oracle. It uses
the returned decryption key to complete the reply to A.
— For each complete QEnc(pk, &3y, &5, U, ar) query, B prepares the AWIPE message as

0 (38, [0M-1,1],);
:( [bﬁﬁ/[uv 01);

and sends (pk,m°,7m!) to the AWIPE encryption oracle. It uses the returned ciphertext to complete
the reply to A.
— B outputs A’s guess for the challenge bit AWIPE.b.

m
ml

Let Fawipe be the functionality defined in Definition 8 for AWIPE. The admissibility condition (x) of
AWIPE in each transition holds since one always has

-
Fawipe (K, m?) = [(fow(ige) + Al;keg’éf) + "’pku bl
= [fpk(i'pk) + apﬁ u bﬁffu] (by the above fact 1)
= Fawipe(k',m')

The index 7 is omitted in the above equalities as Az’fﬁ’e’e applies to all pairs of 7 € [rep,, | and

f= fpk)pkeu- Therefore, in each transition of the multiple hybrid games for each pk € H, when
AWIPE.b = 0, A is playing the previous game; when AWIPE.b = 1, A is playing the subsequent game.
Since the number of pairs pk € H queried to either QEnc or QDKGen is bounded by (gqnewHon — 4QCor),
one has

sel-sym
Adsz.(u,zM)A - AdVGQ.(u,zM).s < (qQNEWHon - qQCOF) . AdVAWIPE :
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