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Abstract

Numerous publications in recent years indicate that the prospects for creating high-speed
computer systems (CS) based on the use of a modular number system (MNS) open up wide
opportunities for using CSs with a high degree of parallelization of the processing of integer
data. The application of the main properties of MNS and the possibility of using the tabular
principle of data processing significantly increases the speed of performing integer arithmetic
operations in comparison with the traditional binary positional number system. Research in
this area shows the effectiveness of using MNS to increase the speed of execution besides to
the arithmetic operations of addition, subtraction and multiplication of integers and the
operation of exponentiating of the integers. However, until now there are no effective
methods for exponentiating numbers in the MNS in all numeric domain (positive and
negative). Therefore, this article developed a system of mathematical ratios that describe the
researched process, based on which a method for for exponentiating numbers is developed,
which unlike the known ones, can be implemented in the negative numeric domain. On the
basis of the obtained method, algorithms for exponentiating numbers in the MNS were
obtained, according to which devices for their implementation were synthesized.

Keywords

Arithmetic operation, computer system, system of mathematical ratios, method for
exponentiating numbers, modular number system, modular structure, positional number
system, tabular multiplication code.

1. Introduction

It should be noted that there is a numerous class of problems and algorithms where, in addition to
performing integer basic arithmetic operations and the operation of exponentiating integers modulo in
a positive numeric domain, there is a need to implement the above operations in a negative numeric
domain. The absence of methods for exponentiating numbers represented in the MNS, both in positive
and negative numerical areas, significantly narrows the area of effective use of the MNS as a number
system of the CS [1-4].

The operation of exponentiating integers modulo has a wide practical application in cryptography
and computer science. Below are a few examples:

o RSA encryption: RSA encryption uses modulo exponentiation to secure messages. In this system,
each user has a public and a private key. When sending a message, the user encrypts it with the
recipient's public key using the modulo exponentiation operation. The recipient, knowing his secret
key, decrypts the message, also using the exponentiation modulo operation.
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o Diffie-Hellman algorithm: the operation of raising integers to a power is used to create a shared
secret key between two participants. Participants choose a random number and the raising to a
power of this number is performed using the public key of another participant, after which the
resulting number is transmitted to another participant. Then other participant also raises the
resulting number to the power of its private key to get the shared secret key.

o ElGamal algorithm: operation of raising to a power used to encrypt and decrypt messages. When
encryption, the sender randomly chooses a number and raises the recipient's public key to the
power of that number, and also raises the plaintext of the message to the power of the sender's
private key. The results of the operations are multiplied to get the ciphertext. When decrypting, the
recipient raises the first part of the ciphertext to the power of their private key, then uses that
number to divide the second part of the ciphertext to get the original plaintext.

e Hash functions: Hash functions are widely used in computer science for data protection and
integrity checking. One of the more popular hash functions, SHA-256, uses modulo exponentiation
to compute a hash value.

e The operation of exponentiation modulo is also widely used in banking. For example, SSL uses
RSA to encrypt data between a browser and a server.

¢ In addition, the operation of exponentiating integers modulocan be used in data networks to speed
up calculations and reduce the amount of transmitted information.

o Pseudo-random number generation: Pseudo-random number generators often use exponentiation
modulo to generate a sequence of random numbers. One of the most popular algorithms for
generating pseudo-random numbers is the Mersenne algorithm, which uses the operation of
exponentiation modulo [5-7].

In general, the operation of exponentiating integers modulo is one of the key elements of many
cryptographic algorithms and has many practical applications in computer science and other fields. At
the moment, many modern programming languages do not have tools (operators) that can implement
the operation of exponentiating numbers, it is especially difficult to implement this operation for
negative numbers [6].

So, research is aimed at developing a method for exponentiating numbers modulo MNS are
relevant and important. However, practical methods cannot be used to perform the exponentiating
operation in the negative numeric domain [8]. The article gives a method for performing this
operation in various numeric domains.

By the type of the original number presented in the MNS C,,s = (C, lIC, || .-l ¢, 5 I ¢ Il €y Il -1 €)),

where || — mathematical sign of the concatenation operation: gluing operation, joining operation; it is
difficult to attribute the number to any of the numeric domains. Consider the options of finding
numbers in the MNS in the required numeric domains.

The first option. The original number represented in the MNS C,,s has an additional two (or one)

signbits ¥, ~and ¥ ., where:

1if Cys >0,
*Cms {o, if C, <0
0,if Cyps >0,
“Cs {1, if C,p\¢ <0.

In this case, the original number in the MNS will be represented as
Cuns =[¥ ¢, JI¥ ¢ eIl lle e e, Il Ilc)]. For this option, it is technically difficult

to determine the sign of the result of the operation [3].
The second option. When performing the operation of exponentiating numbers by an arbitrary
modulo MNS in all numeric domain, it is supposed to convert the number C,, s in a modular

structure (MS) C,,s [1]:



N 1 .
CMNS = E D+ |CMNS |. if CMNS >0,

N 1 .
CMNS = E D- |CMNS |' if CMNS <0,

i.e. for positive numbers: CJNS=%D+|CMNS| and for negative: CgstéD—|CMNS|, where

|
D=]]p.. P —anarbitrary MNS module.
k=1

The main purpose of the article to develop an effective system of mathematical ratios (SMR) of
the process of exponentiating numbers in the MNS in all numeric domain.

2. State of the art

Research conducted in recent decades in the field of development of an effective number system at
the level of the arithmetic-logical device of the CS by a number of authors (Valah M., Svoboda A.,
Sabo N., Akushsky I. Ya., Yudytskyi D. I., Nikolaychuk Y. M., Dolgov O. I., Torgashov V. A .,
Amerbaev V. M., etc.) proved that the application of the MNS as a CS number system showed that
the use of the MNS as a CS number system to perform basic arithmetic operations (addition,
subtraction and multiplication between integers and real numbers) significantly increases the speed of
implementation of the above operations. Research in the field of the application of the non-positional
number system (NPNS), to which the MNS belongs, shows that its practical use in the CS allows to
significantly increase the productivity of the realization of arithmetic operations. It should be noted
that there is a class of problems and algorithms where in addition to performing an integer arithmetic
operations (addition, subtraction, multiplication), there is a need to implement the operation of
exponentiating numbers in all numeric domain. This problem is discussed in the works of scientists
Dr. Dimitrios Schinianakis and Thanos Stouraitis, who explored MNS in cryptography. In particular,
in work [9] providing a detailed explanation of cryptographic algorithms based on the MNS,
including RSA, ElGamal, and elliptic curve cryptography.

They discuss the problem and limitation of using the MNS in cryptography, such as the difficulty
of handling negative numbers. Various methods have been explored to solve this problem and ensure
the reliability of cryptographic systems based on the system of residual classes.

Thus, the unsolvedness of the above-listed problem, connected primarily with the operation of
exponentiating numbers in the negative numeric domain in MNS, determined the purpose of the
article.

The principle of realization of the system of mathematical ratios is developed using the main
internals of the NPNS that define the non-positional code data structure of the MNS which ensures
high productivity (speed) and reliability of arithmetic operations for the implementation of
computational algorithms in the CS, consisting of a set of arithmetic (modular) operations [10]. A
distinctive feature of this article is that the proposed system of mathematical ratios of the process of
exponentiating numbers in all numeric domain will significantly expand the scope of MNS and
increase the speed of this operation in CS, and the method are reduced to algorithms, on the basis of
which classes of patent-eligible devices for which Ukrainian patents have been obtained have been
developed [11, 12].

3. Realization of computing exponentiation of numbers in the MNS in all
numeric domain

A system of mathematical ratios the process of exponentiating numbers was developed based on

an analytical ratio (Cy,)” = f(C,\s) Which defines the relation of the result C;,s; number
exponentiating operations C,,s in the MNS (to the degree of r) presented in the MS, from the number

Cuns immediately in the MS [13].



Let's define SMR (Cy,s)~ = f(C,ns) for values r=2 and p, =2. In this case, in the MNS we
have that:

D= Hpk=(0||0||---||0||---||0), )
%D 1P =@l[ofl...[1of]...1i0). (2)

where | — the number of bases of the MNS.
According to the representation of the MS numbers in the MNS, we have that:

L1
Cons = E D+Cyps
! 3)
(Cr:/le )" = E D+ Cr\rANs .
When changing the domain of numbers C,,, and C,, from the mathematical expression (3) can
be defined as:

r — 1 r
Cws) = (E D +Cs jmod D. (@)
Let's carry out the following numerical transformationS'

151

(CMNS - CI\TNS CI\7NS ( D+ CMNS) ( D+ CMNS) CMNS CMNs D+ E D- 2 D. (5)

In this case, expression (5) will be presented as:
1
(CMNS - CI\Z/INS +— 2 D (6)
On the other hand, we have that:

(CMNS) = D+Cl\2/INS'

1 ()
CI\ZIINS = (CMNS - E D.
By replacing the value of C;, from relation (7) into relation (6) can obtain that:
1 >
(CMNS = (C NS) D +— 2 D = (CMNS = (CI\Z/INS) . (8)

Mathematical ratio (8) is the SMR of squaring numbers modulo MNS. It is also possible to get
SMR for the general case, when r >2 [14] in the form (Cy,s)” =(Cyns)"
In this case, it is obvious that:
(C:l\r/INS)‘> (CMNS )‘) I\TNS 1 (9)
Mathematical ratio (9) is a generalized SMR process of exponentiating numbers modulo MNS.
For the convenience of applying ratio (9), it is sometimes possible to use the ratio:
[c] (mod py) [l c; (mod p,) ... I ¢ (mod p) ... [l ¢ (mod py)]” =

=& e Il e’ eIl lle”)’
Processed numbers Cy,s and (C,;s)" are in the range:

1 |
—>D<Clys <3(D-1),

(10)

0<(Cps) <D-1.

Based on SMR (9) implementation of the operation of exponentiating numbers, consider the
method of tabular (matrix) realization of the operation of exponentiating numbers modulo MNS in all
numeric domain [15-18]. With a tabular realization of the operation of exponentiating numbers

modulo p, MNS, the residues of the number C,, are encoded by the tabular multiplication code



(TMC) [13] as follows ¢,” =[x, l(c.’)]. The sign 4, of the TMC can be represented in the

following form.
For p, —an even number:

o,ifosqs%,
He, = (11)
1|f&<ck <p -1

For p, —an odd number:

o,ifosqs(pk—z‘l)

He, = (12)
1 if (P, 1)<ck <p -1
2
The numerical part of (c.”)” TMC of the residue c,” is determined as follows.
For p, —an even number:
¢ if 0<¢ <=5 pk
() = (13)
Cf ¢, ,lf—<ck <p -1
wherein 0<(¢.”)" P
= Ck ) 37
For p, —an odd number:
o if 0<e < @;
(O ) (14)
Ck =pc—cif > <& =>pc—4

(pk _1)
2
Result (¢,” -¢,”)mod p, residue multiplication operations ¢,” on itself modulo p, submitted to

TMC, ie. in the form {”ll[(cf)*(clf)*]modpk}. Then the condition performed

wherein 0<(¢;”)" <

(4, + ., )=0(mod2). In this case, we have that:

(¢ -¢.)mod p, =[(c. )* : (C:)*] mod p,, (15)
wherein 0<[(¢;”) - (¢,”) Imod p, < p, —1.

Based on the developed SMR (8) and using the tabular realization of the modular multiplication
operation [13, 19-22], the article improves the method of exponentiating numbers modulo MNS in all
numeric domain.

The developed method. A method for exponentiating numbers in the MNS in all numeric domain
consists of the following stages:

1. Set the initial numbers for the realization of the method for exponentiating number

Cuns = lIC |1 lle s e ey Il -1l c), an arbitrary modulo p, (k=11) MNS (to the degree

of r).

2. Coding of initial numbers C,, s into code words [23] presented in the MS of the form C,, :
co =%D+|CMNS|,if c>0,

L1 .
Cins =ED—|CMNS|, if C <0,



C L1
0<Cps<D-1.  [(Cle)” Z%D_

Cims i Cls =0, —%D <Cl S%(D—l),

Cl\rANs" if Cins <O, 0<(Cns) <D -1.
3. Representation of the residues ¢’ of the number
Cons = (€7 167 L lle e leall-lle”) in the MS by modules p, (k=11) based on the
apply of TMC ¢” =[x [ (c.”)], where:
0,if 0<¢. < Px |
2

for p, —an even number: .’ =
Lif %«:; <p -1

c;,ifosqs%;

©)=y__

0,if 0<c. <D
for p, —anodd number: x4’ = 2

it P oo g
2
cf,ifOsc;sM;
Ly 2
©’) =y__ (p. -
(o =pk—cf,ifkT<cfSpk—1,
wherein os(c:)*s(pk—z‘l);

4. Definition of result (c)? =(c,” -¢.)mod p,, (k =1,1) modular multiplication operations in
the form 4 | [(c;”) - (c.")]mod p, .

5. Determining the result of an operation [(CJNS r‘1'Ch;’Ns]modD:{[(cf)“‘l]mod p, |l
I[ (") Jmod p, I1.I[ (") Jmod p, [1.-I[ ()" Jmod py }- (e I, [l lles e le Il Il e™)
exponentiating numbers ¢, of integer C,. =(c/|lc|...llcllc lC.ll.-llc) modulo

p, (k=1T) MNS to the degree .
6. According to the SMR: [cj(modp,)|...[[c;(mod p,)Il...lci (mod p) ] =(c”IIc,” ||...

e e e ll--1l¢”)" the process of exponentiating numbers modulo, the operation is
implemented:
[(Cons)™ - Cos Jmod D ={[ (c")"* Jmod p, I (¢;”)"* |mod p, ||
[y Jmod py Il () Jmod my |- (e lleg” ey e e Il )

exponentiating numbers modulo p, MNS in all numeric domain.



4. Results

The result of the research is induced in the form of using the developed method for exponentiating
numbers for the MNS with bases p, =2, p, =5, p, =7, wherein D =70. Total volume of positive

codewords C,,s in the MNS presented in Table 1, where C, — number in the positional number
system (PNS). Table 2 submitts the original positive numbersC,,,; and numbers in MS C, s .

Table 1
The numbers C,,,, in the MNS
C CMNS C CMNS
PNS p, =2 p, = p, =7 PNS p, =2 p, = p, =7
0 0 0 0 35 1 0 0
1 1 1 1 36 0 1 1
2 0 2 2 37 1 2 2
3 1 3 3 38 0 3 3
4 0 4 4 39 1 4 4
5 1 0 5 40 0 0 5
6 0 1 6 41 1 1 6
7 1 2 0 42 0 2 0
8 0 3 1 43 1 3 1
9 1 4 2 44 0 4 2
10 0 0 3 45 1 0 3
11 1 1 4 46 0 1 4
12 0 2 5 47 1 2 5
13 1 3 6 48 0 3 6
14 0 4 0 49 1 4 0
15 1 0 1 50 0 0 1
16 0 1 2 51 1 1 2
17 1 2 3 52 0 2 3
18 0 3 4 53 1 3 4
19 1 4 5 54 0 4 5
20 0 0 6 55 1 0 6
21 1 1 0 56 0 1 0
22 0 2 1 57 1 2 1
23 1 3 2 58 0 3 2
24 0 4 3 59 1 4 3
25 1 0 4 60 0 0 4
26 0 1 5 61 1 1 5
27 1 2 6 62 0 2 6
28 0 3 0 63 1 3 0
29 1 4 1 64 0 4 1
30 0 0 2 65 1 0 2
31 1 1 3 66 0 1 3
32 0 2 4 67 1 2 4
33 1 3 5 68 0 3 5
34 0 4 6 69 1 4 6




Table 2
The numbers C~ in the MS

C c” C c” C c” C c” C c”
-35 0 221 14 -7 28 7 42 21 56
-34 1 -20 15 -6 29 8 43 22 57
-33 2 -19 16 -5 30 9 44 23 58
-32 3 -18 17 -4 31 10 45 24 59
-31 4 -17 18 -3 32 11 46 25 60
-30 5 -16 19 -2 33 12 47 26 61
-29 6 -15 20 -1 34 13 48 27 62
-28 7 -14 21 0 35 14 49 28 63
-27 8 -13 22 1 36 15 50 29 64
-26 9 -12 23 2 37 16 51 30 65
-25 10 -11 24 3 38 17 52 31 66
-24 11 -10 25 4 39 18 53 32 67
-23 12 9 26 5 40 19 54 33 68
-22 13 -8 27 6 41 20 55 34 69

The practical use of the developed method for the MNS with bases p, =2, p,=5, p,=7,
D= l_lpk P, P, P;=2-5-7=70 is presented in the form of examples.

Example 1. Let C,,  =2=(0]|2||2) and r=2. Let’s define the value of C,,, =2° Because
Cuns =2>0, then we get that C =%D+CMNS =35+2=37=(1]|0||0)+(0]| 2]|2) =

=(1]/2]|2) =37. Because r=2 as a result of multiplying the value of C,,s =(1]|2]|2) by itself
1-1=1(mod2), 2-2=4(mod5) and 2-2=4(mod7), we get that (C,,.)* = (1] 4] 4) =39.
Check: (Cins)? =372 =37 x37 =1369 =39(mod 70) = (1] 2|| 2) x (L[| 2| 2) = (1] 4 || 4) = 39.

(Cls)” = %D +Clisr Clns :(CAZANS)_’—%D, 22 =39-35=4, 2> =4.

Example 2. Let C,\s=-2 [2= ©J2] 2)] and r=2. Because C,,;=-2<0, then

CJstéD—CMNS=35—2=33=(1||0||0)—(0||2||2)=(1||3||5)=33. Because r=2 we have

1-1=1(mod2), 3-3=4(mod5), 5-5=4(mod7), we get that (C,)? = (L]| 4| 4) = 39.
Check: (CMNS) =33° =33x33=1089 = 39(mod 70) = (1||3|| 5) x (L|| 3||5) = (L|| 4|| 4) = 39.
CI\ZIINS:(C NS) D (2) =39-35=4, (2) =

Example 3. Let Cuns =—2 [2=(0]12]12)] and r=3. Because C,,s =-2<0, then we have that

c;NS=%D—CMNS=35—2=33=(1||0||0)—(0||2||2)=(1||3||5)=33. The first iteration of the

multiplication gives the resultt Cos XCins =(Cins)?,  1:1=1(mod2),  3-3=4(mod5),
5-5=4(mod7). The second iteration (because I =3): (Cys)’ xCons- In this case we have
(CMNS) =@l4114), (CMNS) _(CMNS) xCyns = (L14114)x LII3]15) =1 2]/ 6) =27.

Check: (Cyps)’ =33 =35937 = 27(mod70) Cyms X Cums X Coms = (113115) x (]| 3]15) x (11 315) =

= (1] 2]/6) =27. CMNS (C NS) D (2) =27-35, (23)__



Example 4. Let C,s=-3[3=(|3]3)] and r=3. Because C,=-3<0, then

CJNS:%D—CMNS:35—3:32:(1||O||0)—(1||3||3):(0||2||4):32. The first iteration of the

multiplication gives the result: C\o xCons =(Cins)> = (0112]14)x (0] 2] 4) = (0]| 4] 2). The second
iteration (because '=3): (Cons)’ XCuns = (Cons)’ =(0]14]12)x (0] 2||4) = (0| 3]|2). Thus, we get
that Cyyys = (-3)° = (01|3]|2) =8.

Check: (Cons)} =32° =32768 =8(m0od 70) = C,;\s X Cops X Crns = (0]12]14) x (0] 2] 4)

L1
X(0||2||4)=(0||3||1):8 CI?ANSZ(CI?/INS) —ED, (—3)328—35:—27, (—3)3:—27.

5. Conclusion

The procedure for realization the operation of exponentiating numbers in the MNS in a positive
numeric domain has been researched. As the operation of exponentiating numbers is one of the key
operations of many algorithms and protocols that are used in modern CS (programming,
cryptography, optimization algorithms, etc.), and there is no effective implementation of this
operation, especially for negative numbers. Two options for representing numbers in the MNS are
considered, in all numeric domain. The first option is as follows: the original number in the MNS has
an additional two sign bits ¥, ~and ¥ . . These bits symbolize the sign of the number in the

MNS. The second option is as follows: for perform the process of realizing the operation of
exponentiating numbers by modulo MNS in all numeric domain, it is supposed to represent the
original number in a modular structure. The article developed a method for exponentiating numbers in
the MNS, both in positive and negative numeric domain. This method is based on the use of a
synthesized mathematical model in an analytical ratio, which is a generalized system of mathematical
ratios of the process of exponentiating numbers modulo MNS. The development of the method was
carried out by applying a special coding of numbers in the MS using the tabular principle of data
processing. The result of the developed method is presented in the form of examples of the operation
of exponentiating numbers represented in the MNS. An analysis of the solution of examples showed
the practical value of the developed method.
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